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A new report published by Imagination 
Technologies has shown that the future 
prosperity of the UK could be under threat 

due to the dearth of digital skills that currently exist. 
Speaking in the report, company Chief Executive, 
Simon Beresford-Wylie stated that in the next 
decade, the UK could forgo up to £140bn in economic 
growth from the missed opportunities in ‘intelligent 
technologies’, such as artificial intelligence and 
automation, due to an outdated system of education 
and workplace training.

With technological change set to accelerate in the 
coming years, closing this digital skills gap has long 
been a priority. But the urgency to do so has been 
magnified further by the economic impact of the 
COVID-19 pandemic. Changes in the way we live and 
work, with much more of our activity taking place in 
the digital sphere, will persist in some form post-crisis. 
And while much will look as it did before, the shape of 
our economy – in particular the jobs that sustain it and 
the skills these require – will undoubtedly be different. 
Therefore, investment in digital skills will be essential 
to seizing these opportunities while ensuring that the 
transition is as smooth as possible. To find out more 
about the current digital skills gap and what is being done 
to address it, go to page 50.

Elsewhere in this issue we take a look at the world of 
lighting where Graham Martin, Chairman of the EnOcean 
Alliance explains that due to the fact that most of the 
world’s top manufacturers now feature wireless and 
batteryless switch options, the writing could well be on 
the wall for the wired light switch - see page 24. 

The global pandemic has focused attention on dealing 
with dangerous microorganisms. Viruses, as well as 
bacteria, have been present in the environment for longer 
than humans. With our capacity to create technologies, we 
have developed the ability to protect ourselves from these 
natural bio-hazards. As such, Alain Bruno Kamwa, Product 
Manager Opto at Rutronik explains how UVC LEDs are 
powering advanced germicidal technology - see page 32.

A focus area for June is the aerospace and defence 

sector, which has been buoyed by the news that 
the DSEI exhibition will take place as an in-person 
event in 2021. DSEI Event Director, Grant Burgham 
explained: “The DSEI team has been in constant 
communication with our customers throughout 
the COVID-19 pandemic and the decision to run a 
live event reflects their feedback. We’ve taken into 
account the increasing confidence in the improving 
public health situation and we’ll continue to work 
closely with our partners to ensure we deliver a safe 
and valuable event for our customers.

“DSEI has been shown to accelerate the trajectory of 
businesses that attend. The last year has encouraged 
us to think more imaginatively about our long-term 
offering to the defence and security sector and analyse 
what makes DSEI so important for the industry. As such 
DSEI will now provide a wider range of opportunities for 
those who don’t normally - or this time cannot - attend 
in-person, and we are pleased to take this opportunity to 
introduce DSEI Connect to the market.” DSEI will take 
place from 14th-17th September at London’s ExCeL.

Staying with the aerospace and defence sector, 
reliability and durability are critical requirements for 
any electrical connector used in day-to-day military 
operations. Whether they are utilised in military 
ground vehicles or essential aircraft, these connectors 
must withstand the extreme environments that come 
with any military application. With safety being of 
utmost importance, heavy-duty military specifications 
have been implemented to ensure reliable operations at 
all times, no matter the conditions. PEI Genesis explain 
more on page 14.

Readers this month also have the opportunity to 
win a Microchip MPLAB ICD 4 In-Circuit Debugger 
(DV164045). The new MPLAB ICD 4 introduces a faster 
processor and increased RAM to deliver up to twice 
the speed of ICD 3 for the in-circuit debugging of PIC 
microcontrollers and dsPIC digital signal controllers. The 
MPLAB ICD 4 also introduces a wider target voltage range 
and an optional 1A of power via an external power supply 
- see page 31.

EDITOR’S COMMENT

ensuring the future 
prosperity of the UK 
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NEWS

ELECTRONICS NEWS

DSEI 2021 TO RUN AS A LIVE EVENT IN LONDON

 Defence and Security Equipment 
International (DSEI) will take place 
as originally scheduled from 14th-
17th September at ExCeL London. 
The decision to proceed follows 
close consultation and discussion 
with the UK Government and 
industry stakeholders.

After a lengthy global shutdown of the 
exhibition sector during the COVID-19 

pandemic, feedback from across the 
defence and security industry has 
shown a strong appetite to come back 
together in person.

However, a range of new online 
opportunities to complement the 
live event have been introduced, 
including ‘DSEI Connect’, a digital 
platform to give the event an 
accessible ‘hybrid’ format.

World Anti-Counterfeiting Day tackles piracy

On 8th June 2021, the Global An-
ti-Counterfeiting Group (GACG) 
Network celebrated the 23rd 
edition of the World Anti-Coun-
terfeiting Day (WACD). The World 

Semiconductor Council (WSC) 
believes this is a great initiative 
to highlight the anti-counterfeit 
measures being taken across 
industries.

The World Anti-Counterfeiting 
Day enables the organisation of 
various events focusing on particular 
problems of counterfeiting and piracy 
under the umbrella of an international 

outreach campaign.

In 2012, the WSC established an Anti-
Counterfeiting Task Force amongst the 
semiconductor industry associations 
of China, Chinese Taipei, Europe, 
Japan, Korea, and the US, with the 
aim of promoting activities to fight 
counterfeiting, including training, 
awareness raising, and encouraging 
purchases from authorised sources.



Cut Through the Noise
Quick and Reliable Sensor Interfaces in Harsh Environments

The ATtiny1627 Family of microcontrollers (MCUs) comes with a 12-bit true differential ADC with 
Programmable Gain Amplifier (PGA) enabling measurement of small amplitude signals, reclaiming signals 
from noisy environments, and fast conversion of signals for real-time applications. The ATtiny1627 Family is 
drop-in compatible with the tinyAVR® 1 and 0 MCU families and migration between them is a breeze.

The ATtiny1627 Family is a perfect fit for sensor nodes, as well as small and efficient control applications. With 
up to two USARTs, you can easily set-up to communication with different interfaces. Sensor node applications 
can include Passive Infrared (PIR) motion detectors, measuring thermocouples, measuring low resistance 
current, measuring of shunt and magnetic encoder. The second USART included in the ATtiny1627 Family 
enables it to communicate with several interfaces within the application.
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NEWS

Self-driving shuttles hit Cambridge

In what is reportedly a first for UK 
roads, self-driving shuttles have been 
launched in Cambridge, successfully 
transporting their first passengers 
safely alongside the traffic.

The test drive was 20 minutes long 
and saw the shuttles navigate around 
a Cambridge University campus, as 
experts assessed whether or not the 
technology could one day soon be used 
more fully.

The project is a join collaboration 
between Greater Cambridge 
Partnership (GCP), Smart Cambridge, 
and Aurrigo, and was launched in 2018, 
with more passenger trials scheduled 
after this success. It is hoped that 
in the future autonomous shuttles 
might provide a more environmentally 
friendly and more reliable alternative to 
traditional public transport. 

David Keene, Chief Executive Officer 
of Aurrigo, said: “This is another major 
milestone in the journey towards 
making autonomous vehicles a reality 
on our roads. We’ve completed 
successful trials in city centres, in 
retirement complexes and at major 
golf tournaments, but this is the first 
time these vehicles will be sharing the 
route with everyday traffic.”

Discover the tech conquering hunger

Every year technology gets more 
impressive, and is able to do 
increasingly incredible things. 
AI has defeated the Go world 
champion, cars get closer to self-
driving every year, and our phones 
now talk to our houses. Yet despite 
this, some of the most basic and 
fundamental crises facing our world 
haven’t been solved, chief among 
them: hunger.

You would certainly think that if we 
edit the genome of living organisms, 
then we can also solve world hunger. 
However, as the population of 
the world continues to boom, the 
problem is only becoming more 

pronounced; half the world starves, 
while the other half wastes 1.3 billion 
tonnes of food every year.

The 28th May was world hunger day, 
and to mark the ocassion we took a 
closer look at the tech that is fighting 
to end hunger everywhere. Click on 
the headline to read more.

Infinite Electronics has 
appointed Emily Campbell 
to the position of Chief 
Marketing Officer. In 
this role, Campbell will 
lead Infinite’s global 
marketing strategy and 
execution, including brand 
strategy, direct and digital 
marketing, eCommerce, 
customer experience, 
acquisition and retention, 
internal and external 
communications, PR, 
analytics and marketing 
operations.

IC Insights recently 
updated its forecast for 33 
major IC memory product 
categories, including 
DRAM and NAND flash, 
in its April Update to 
the 2021 edition of The 
McClean Report. The 
updated forecast shows 
that after a steep drop in 
2019, sales of memory ICs 
rebounded 15% during 
COVID-plagued 2020. 
Following up on that 
increase, stronger DRAM 
pricing is expected to lift 
total memory revenue 
23% this year to $155.2bn.

Astute Electronics has 
successfully acquired 
ISMOsys. Whilst ISMOsys 
will become a member 
of the Astute Electronics 
Group, Managing 
Director Geoff Hill has 
emphasised that it will 
remain independent and 
committed to maintaining 
mutually beneficial 
relationships. Click here to 
read the full story.
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NEWS

UPGRADED LIGHTING BOOSTS EURO STADIUMS

Signify has upgraded the lighting of six of Europe’s top 
stadiums, in time for the kick-off of Europe’s biggest 
international football tournament. Switching from 
conventional lighting to connected LED lighting offers 
a superior match experience for players and spectators 
in the stadiums, and for TV viewers at home.

The renovations will also provide the venues greater 
flexibility for bespoke pre- and post-match entertainment. 
Additionally, combining Philips LED luminaires with 
the Interact connected lighting system provides energy 
savings and ease of operation and maintenance.

This summer’s European tournament will be the first major 
international sporting event to take place after many events 
had to be postponed or cancelled due to the pandemic.  

For each stadium, Signify has installed pitch lighting systems 
using Philips LED luminaires.

The LEDs comply with stringent international broadcasting 
standards which enable flicker-free and super slow-motion 
replay, ensuring that TV viewers don’t miss any of the action. 
In the majority of stadiums, Interact was also installed 
to enable light shows whilst meeting requirements of 
international football organisations. Off the pitch, Signify 
used Color Kinetics LEDs to add dynamic light shows to the 
façades and the stands.

Development tools
in one location
Thousands of tools from hundreds
of trusted manufacturers

Choose from our extensive 
selection mouser.com/dev-tools
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WOMEN IN TECH

The UK digital skills gap is a growing problem and as it has recently been reported 
that larger corporations have appealed to the Government to help with the shortage. 
It is time to encourage more women into the sector and kill two birds with one stone. 
Electronic Specifier’s Anna Flockett explains more.

Encouraging girls into tech can 
help the digital skills shortage   

It is estimated around £63bn is 
lost yearly by British companies 
collectively due to a lack of digital 

skills and expertise. Unfortunately, this 
isn’t a problem the UK is facing alone, but 
rather is a worldwide issue, and therefore 
hiring from abroad will not easily solve 
the problem.  

Digital marketing for example, is a sector 
that has seen huge growth over the past 
few years and looks like it will continue 
in this direction, however this will be a 
struggle for businesses if they cannot find 
the workers with the right skill sets. 

Previous Apprentice winner Mark Wright, 
who now runs a successful digital marketing 
agency Climb Online, told the BBC that 
it is really worrying: “Right now, I have 14 
roles immediately available and over the last 
month we’ve had one application,” he said.

Pre-COVID the digital world was seeing 
a massive increase in business and tools 
– social media, Facebook advertising, and 
Google analytics are all relatively new 
platforms, and people have not worked 
with them for a long period of time or had 
the relevant training. This is leading to a 
huge digital skills shortage particularly in 

below: Coding is a 
sector that has seen 
enormous growth, and 
currently, we cannot 
fill the coding jobs 
fast enough



Power Supply 
choice made easy
XP Power are committed to helping 
customers find the right power 
solution for any application. Our 
huge range of AC & DC products 
come with reliability designed-in  
at a size and price to meet  
any requirement.

Open-frame Power Supplies
• 5 to 350 Watts 

• World’s smallest designs

• ITE & medical approvals

Enclosed Power Supplies
• 25 to 5000 Watts 

• High efficiency designs

• ITE & medical approvals

DIN Rail Mount
• 5 to 960 Watts 

• Ultra-slim line

• AC-DC & DC-DC options

DC-DC Converters
• 0.25 to 750 Watts 

• Through-hole & SMD

• Rail & medical approvals

High Voltage Power
• Output up to 500kV & 200 kW

• Modular & rack mount

• AC & DC input

RF Power Supplies
• Output power 50 to 10kW

• Freqency 20 kHz to 60 Mhz

• Fast frequency tuning

External Power Supplies
• 5 to 250 Watts 

• Energy efficiency level VI

• ITE & medical approvals

Configurable 
• 250 to 2500 Watts

• 1 to 20 outputs

• Medical approvals
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WOMEN IN TECH

these areas. COVID has also accelerated 
the roll-out of a number of new digital 
tools and platforms – as the world took 
to online working, the skills that were 
required also grew.

According to research from LinkedIn, 150 
million new technology jobs will be created 
in the next five years, but if the skills sets 
are not there, companies will not be able to 
fill the vacancies. What will happen then? 

The UK will be, and in a way already is, 
heading towards a skills shortage disaster 
which may come with catastrophic 
consequences. The BBC also reported that 
the Learning and Work Institute states 
the number of young people taking IT 
subjects at GCSE has dropped 40% since 
2015. Digital skills are vital - not just to 
economic growth, but also recovery from 
the COVID pandemic. 

In the current climate, where a large 
number of people are losing their jobs, 
cuts have been made and a large group 
of people have been furloughed – the 
decisions and actions taken next will be 
crucial to ensure we address the digital 
skills shortage and retrain people into the 
digital world properly. This industry is 
here to stay – being one of the sectors that 
actually grew during the pandemic. 

Can girls help solve the 
problem? 
We all know by now there is a massive 
diversity problem in STEM areas and the 
digital world, and as highlighted, there is 
also a huge digital skills gap. So, surely 
the answer is to encourage more women 
into the digital workforce and solve two 
problems in one.

It seems so strange that in an industry 
that is so advanced, thriving and which has 
proved imperative over the past year, there 
is still such a huge gender divide, to the 
point that it maybe causing itself harm. 

We have discussed time and time again 
about the programmes and initiatives out 

there to encourage more girls into STEM – 
the question is whether they are appealing 
enough, or whether they are ultimately 
a plethora of empty promises. When the 
skills gap has caused this much trouble, and 
the figures around diversity are not really 
improving, surely this is the wakeup call the 
industry needs.

For the people who have these digital skills, 
there is a responsibility to encourage, aid and 
educate the younger generation to follow in 
their footsteps. There is a responsibility of 
the companies to be appealing to the younger 
generation and to a diverse workforce. There 
is also a responsibility of the Government 
to give the incentives to the upcoming 
generation to train in these subjects and stay 
in education. 

The digital world
The digital world and the tech industry 
is an exciting, and in a way upcoming 
space – and may well be showing the 
younger generation a career path that 
resonates with them. Facebook, Twitter, 
Instagram, TikTok, Spotify, WhatsApp 
and so many more apps and platforms 
are currently being used right now – the 
idea of communication has gone digital 
and that is all children seem to want to 
do. They are arguably the most tech-savvy 
generation we have ever seen, so why 
are they experiencing so little exposure 
to the real-life roles in technology that 
currently exist? Could it be that we are 
not doing enough to support the future 
of STEM subjects when young people are 
selecting their GCSE and A-Level options, 
and are certain subjects perceived as being 
outdated? 

Technology comes from humans – we 
created it and we will create much more if 
we solve the digital skills gap. Humans have 
always been innovators and enablers, so let’s 
start championing this more and encourage 
more girls to challenge an industry that they 
may have always felt is not right for them.

Digital is rapidly evolving – and our skill sets are 
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too. Coding is a sector that has seen enormous 
growth, and currently, we cannot fill the coding 
jobs fast enough. As the world turns even 
more towards digital, we are heavily reliant on 
coding for almost every aspect in life – our cars, 
phones, banks and hospitals – and therefore 
coding jobs are crucial. 

Encouraging girls into coding in particular 
is an area that has a lot of initiatives – 
Girls in Charge, Code First Girls, Girls 
Who Code – to name a few, and these are 
actively working to bring more gender 
diversity into the coding world.  

It is important for digital sectors, including 
coding, to have diverse teams. Men and 
women have different skills, different 
strengths and bring different elements to 
the table. For any modern-day technology 
firm to thrive, they must come equipped 
with leaders who are authentic, empathic, 
and collaborative – and this needs to be a 
mixture of both men and women. 

Closing the gap
The digital skills gender gap can be 
addressed by helping women and girls 
improve their digital skills. Essentially, we 
need to support wider education activities 
to build digital skills into national 
education programmes. Programmes 
which encourage more girls to pursue 
STEM subjects will also help build the 

advanced digital skills women need to 
succeed in ICT careers.

By addressing women’s lower digital 
literacy and skills will help address the 
gender gap in mobile access and use 
across low and middle income countries. 
It will enhance women’s representation 
in ICT related industries, and allow them 
equal participation in the digital economy.  

Of course the issue here is not to force 
women into these jobs to help close the 
digital skills gap, but essentially to give 
them the chance and opportunity they 
deserve to learn more digital skills, so they 
have more opportunities to fulfil their 
own goals and ambitions. And again this 
is a gender issue that is not just facing us 
here in the UK but worldwide – a report 
by Plan International stated girls currently 
lag behind boys in digital fluency in almost 
every country, and girls are also less likely 
to have access to mobile phones and the 
internet, limiting their ability to benefit 
from digital innovations such as mobile 
money and online learning.

Actions need to be taken by all country 
leaders, starting with the same education and 
opportunities being offered to girls as they 
are to boys. If we give girls an opportunity to 
develop digital skills, they will flourish. This 
could be the answer we are looking for to 
avoid the digital skills crisis.

left: The digital skills 
gender gap can be 
addressed by helping 
women and girls 
improve their digital 
skills
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AEROSPACE & DEFENCE

Durable MIL-DTL-5015 connectors 
for Military Applications

Reliability and durability are critical requirements for any electrical connector used in 
day-to-day military operations. Whether they are utilised in military ground vehicles 
or essential aircraft, these connectors must withstand the extreme environments 
that come with any military application. With safety being of utmost importance, 
heavy-duty military specifications have been implemented to ensure reliable operations 
at all times, no matter the conditions. 

MIL-DTL-5015 is one such circular 
connector specification, which 
can be traced back to the 1930s. 

Both the specification and the technology 
behind these Mil-Spec connectors have 
significantly evolved since that time, making 
them useful in applications beyond just 
military and aerospace. 

The history of the 
MIL-DTL-5015 specification
In the 1930s, Cannon (now known as ITT 
Interconnect Solutions) was contracted by 
Douglas Aircraft to develop a circular connector 
for use in DC-1 Aircraft. The specification for 

this military/aerospace connector was initially 
released as the AN9534 standard in 1939. It was 
superseded two years later by AN-W-C-591, 
which was used with various revisions for the 
duration of World War II.

Military leaders during World War II were 
heavily dependent on air power, leading 
to the establishment of the US Air Force 
as a separate branch of the military. With 
that branch came an entirely new set of 
connector requirements, but it wasn’t until 
1949 that AN-W-C-591 became MIL-C-5015. 
The MIL-C-5015 was the first coordinated 
connector specification approved for use by 
the army, navy, and air force.

MIL-C-5015 covered power connectors, but its 
two drawbacks were that approved connectors 
were only available with solder contacts, and it 
did not initially include environmental sealing. 
However, several notable revisions over the 
next 40 years introduced moisture-resistance, 
unified accessory threaded configurations, and 
a rear-release crimp version.

In 1994, MIL-C-5015 became known as 
MIL-DTL-5015. However, in 2009, the 
general United States Department of 
Defense superseded it by SAE-AS5015 to 
reduce the number of military standards. 
Although the MIL-DTL-5015 standard is no 
longer in use officially, there exists a family 
of connectors referred to as MIL-DTL-5015 
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connectors by manufacturers, distributors, 
and industry users alike. These Mil-Spec 
connectors are best described as heavy-duty 
circular connectors with soldered or 
crimped contacts.

MIL-DTL-5015 connector 
applications
Today, MIL-DTL-5015 connectors are used 
in a wide range of military and commercial 
applications for digital and analogue signals 
as well as power distribution. Applications for 
these heavy-duty circular connectors include 
mass transit, automotive, rail, industrial 
machinery, earth-moving equipment, off-road 
vehicles, military ground vehicles, and telecom-
munication systems.

Mil-Spec 5015 connectors remain popular 
because of their versatility, reliability, and 
cost-effectiveness. Since their origin, many 
other manufacturers besides ITT Cannon 
have created circular connectors based on 
MIL-DTL-5015, including Amphenol and 
Conesys.

MIL-DTL-5015 connectors: 
features and benefits
Several features make MIL-DTL-5015 
connectors an excellent choice for a variety of 
applications:

• Ease of mating and unmating 

• Designed specifically for use in harsh 
environments

• Offered in a variety of rugged materials and 
finishes (stainless steel, aluminium, zinc) for 
proven reliability 

• Resistant to both mechanical shock and 
vibration

These circular connectors are also available in 
many layouts compatible with different types 
and numbers of contacts that can allow both 
power and signals to be transmitted through 
a single connector. Both military-qualified 
and commercial equivalents are available in 
threaded or bayonet coupling styles and front 
and rear-release models.

MIL-DTL-5015 connectors are a rugged circular 
connector option capable of handling both 
power and data - a requirement critical in 
military and aerospace applications. 

PEI-Genesis offers multiple options for next generation 
aircraft OEMs whether catalogue-off-the-shelf or 
custom connectors. PEI-Genesis does not just offer  
you a one-time product solution, but a total solution  
for all your interconnect needs.

Use code: SUMMER11 at checkout to  
save 11% on all qualifying purchases.  

SHOP 
NOW
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effectively using electronic fuses  
to protect sensitive circuits

Thermal fuses have been used successfully for over 150 years as a basic 
circuit-protection device. They are effective, reliable, easy to use, and come in a range 
of values and variations to meet different design objectives. However, they have 
unavoidable shortcomings for designers looking for extremely fast current cut-off, the 
ability to self-reset, as well as the ability to function at relatively low current values. 
Rich Miron, Applications Engineer at Digi-Key Electronics provides some answers.

Electronic fuses - often written as eFuse 
or e-Fuse - are an excellent solution 
for these situations, sometimes 

replacing but usually supplementing the 
thermal fuse.

eFuses are based on a simple concept of 
current sensing by measuring voltage across 
a known resistor, and then turning off the 
current flow via a field-effect transistor (FET) 
when it exceeds a design limit. The eFuse 
offers features, flexibility, and functions which 
a thermal fuse cannot provide.

This article will describe how eFuses work. 
It will then explore the features, additional 
functionality, and effective use of these 
active-circuit fuses. Along the way, example 
solutions from Texas Instruments, Toshiba 
Electronic Devices and Storage, and 
STMicroelectronics will be introduced and 
their effective use outlined.

How do eFuses work?
The operating principle of a conventional 
thermal fuse is simple, well-known, and 
reliable: when the current passing through 

the fusible link exceeds its design value, that 
element heats up sufficiently to melt. This 
breaks the current path, and the current goes 
to zero. Depending upon fuse rating and 
type, as well as the amount of overcurrent, 
a thermal fuse can react and open the 
current path in a few hundred milliseconds 
to several seconds. Of course, as with all 
active and passive components, there are 
many variations, subtleties, and shadings of 
operation available for this entirely passive 
device that is simple in principle.

In contrast, electronic fuses operate on a very 
different principle. They provide some of the 
same functionality but also add new, different 
functions and features. The basic eFuse concept 
is also straightforward: the current to the load 
goes through a FET and a sense resistor and 
is monitored via the voltage across that sense 
resistor. When it exceeds a preset value, the 
control logic turns the FET off and cuts the 
flow of current (Figure 1). The FET, which is in 
series with the supply line and load, must have 
very low on-resistance so it does not induce 
excessive current-resistance (IR) drop or 
wasted power.

It may seem that an eFuse is simply a more 
complicated, active version of the classic, 
passive thermal fuse. While that is true, the 
eFuse also offers some unique attributes:

Speed: They are fast-acting devices with 
cut-off reaction times on the order of 

above: Figure 1. In an 
eFuse, as current 
from supply to load 
passes through a 
sense resistor, it is 
monitored via the 
voltage across that 
resistor; when it 
exceeds a set value, 
the control logic 
turns the FET off, 
blocking the flow of 
current to the load. 
(Image source: Texas 
Instruments)
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left: Figure 2. The 
Texas Instruments 
TPS26620 eFuse is 
shown set to trip at 
a current of 500mA in 
this 24V DC PLC  
application. (Image 
source: Texas  
Instruments)

left: Figure 3. The 
Toshiba TCKE805 18v, 
5A eFuse uses a  
test-and-repeat cycle 
sequence to assess if 
it is safe to restore 
the current flow.  
(Image source: 
Toshiba)

microseconds, with some designed to provide 
nanosecond response. This is important for 
today’s circuits with relatively sensitive ICs 
and passive components.

Low-current operation: Not only can eFuses 
be designed to work at low currents (on the 
order of 100mA or less), but they also work 
well at low, single-digit voltages. At these levels, 
thermal fuses often cannot be supplied with 
sufficient self-heating current to induce melting 
of their fusible link.

Resettable: Depending on the specific model, 
the eFuse offers the choice of remaining off 
after it is activated (called latch-off mode), or 
to resume normal operation if the current fault 
subsides (auto-retry mode). The latter setting 
is especially useful in transient inrush-current 
situations where there is no ‘hard’ fault, such as 
occurs when a board is plugged into a powered 

bus. It is also useful where replacement of the 
fuse would be difficult or costly.

Reverse current protection: An eFuse can 
also provide reverse current protection, 
which a thermal fuse cannot do. Reverse 
currents can occur when the voltage at the 
system output is higher than at its input. 
This can occur with a set of redundant power 
supplies in parallel, for example.

Overvoltage protection: With some 
additional circuitry, the eFuse can also provide 
overvoltage protection from surges or inductive 
kicks, turning off the FET when the input 
voltage exceeds the set overvoltage trip point, 
and remaining in the OFF condition as long as 
that overvoltage condition persists.

Reverse polarity protection: The eFuse can 
also provide reverse polarity protection, quickly 
cutting off the current flow if the source is 
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right: Figure 4. In 
latch mode, unlike the 
auto-retry mode, the 
Toshiba eFuse does not 
reset until directed 
to do so via the IC’s 
Enable pin. (Image 
source: Toshiba)

right: Figure 5. In the 
conventional wiring 
of the STEF033AJR, 
the resistor which 
establishes the 
limiting value, R-lim, is 
placed between two 
designated terminals. 
(Image source:  
STMicroelectronics)

reverse connected. An example is a car battery 
that is reverse connected for a brief moment 
due to accidental cable contact.

Slew rate ramping: Some advanced eFuses 
can also provide defined power-down/
power-up current slew rate ramping by 
controlling the on/off transition of the pass 
element FET, via an external control or by 
using fixed components.

For these reasons, eFuses are an attractive 
current-flow control solution. While they 
can be used in place of thermal fuses in some 
cases, the two are often paired. In such an 
arrangement, the eFuse is used for localised, 
fast-response protection for a subcircuit or PC 
board such as in hot-swap (hot plug) systems, 
automotive applications, programmable 
logic controllers (PLCs), and battery charge/
discharge management; the complementary 
thermal fuse provides system-level protection 
against large, gross failures where a hard and 

permanent shut off is needed.

In this way, the designer gets the best of both 
worlds, with all the capabilities of eFuses 
plus the clear, unambiguous operation of 
the thermal fuse. This is achieved without 
technical tradeoffs or drawbacks. There are, 
of course, some tradeoffs as with any design 
decision. In this case it’s an incremental 
increase in real estate and a slightly larger bill 
of materials (BOM).

Picking an eFuse: Functions 
and applications
When choosing an eFuse, there are some 
basic parameters to consider. The top-tier 
consideration is, not surprisingly, the current 
level at which the fuse acts. This typically 
can range from under 1A up to about 10A, as 
well as the maximum voltage the fuse can 
withstand across its terminals. For some 
eFuses, this current level is fixed, while 
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for others it can be user set via an external 
resistor. Other selection factors include 
response speed, quiescent current, size 
(footprint), and the number and type of 
external support components needed, if any. 
In addition, designers must consider any 
additional features and functions the different 
eFuse models may offer.

For example, PLCs are an application where 
eFuses are beneficial in different subcircuits 
that may be prone to sensor I/O and power 
misconnection. There are also current surges 
as wire connections are made or boards are 
hot swapped. An eFuse such as the Texas 
Instruments TPS26620 is often used in these 
24V applications. It is shown set for a 500mA 
limit in Figure 2. It operates from 4.5V to 60V 
at up to 80mA, with a programmable current 
limit, overvoltage, undervoltage, and reverse 
polarity protections. The IC can also control 
inrush current and provide robust protection 
against reverse current and field miswiring 
conditions for both PLC I/O modules and 
sensor power supplies.

The timing diagrams in Figure 3 for Toshiba’s 
TCKE805, an 18V, 5A eFuse, show how one 
vendor has implemented the auto-retry versus 
latched modes. In auto-retry mode (set by 
the EN/UVLO package pin), the overcurrent 
protection function prevents damage to the 
eFuse and its load by suppressing power 
consumption in the event of a fault situation.

If the output current, set by the external 
resistor (RLIM), exceeds the limit current (ILIM) 
value due to a load error or short circuit, the 
output current and output voltage decrease, 
thereby limiting the power consumed by the 
IC and the load. When the output current 

reaches the preset limit value and overcurrent 
is detected, the output current is clamped so 
that no more current than ILIM flows. If the 
overcurrent situation is not resolved at this 
stage, this clamped condition is maintained 
and the eFuse temperature continues to rise.

When the eFuse temperature reaches the 
operating temperature of the thermal 
shutdown function, the eFuse MOSFET is 
switched off, stopping the flow of current 
entirely. The auto-retry operation attempts 
to restore the current flow by stopping 
the current, which lowers the temperature 
and releases the thermal shutdown. If the 
temperature rises again, the cycle repeats 
and stops the operation until the overcurrent 
situation is eliminated.

In contrast, latch mode clamps the output 
until the eFuse is reset via the Enable (EN/
UVLO) pin of the IC (Figure 4).

Some eFuses can be configured to overcome 
issues associated with current sensing across 
a resistor, such as the associated IR drop 
which reduces the output-side rail voltage. 
For example, the 3.3V STEF033AJR from 
STMicroelectronics has nominal maximum 
current and FET on-resistance values of 
3.6A and 40mΩ, respectively, for the DFN 
package; and 2.5A and 25mΩ for the flip-chip 
package. In the conventional connection 
shown in Figure 5, at higher current values, 
even a modest IR drop of about 15mV in the 
supply rail through the on-resistance may be 
significant and worrisome.

Modifying the conventional connection by 
putting the resistor between the positive-side 
limit connection and the output voltage 

left: Figure 6. To 
reduce the effects 
of current-sense IR 
drop, the negative side 
of the limit resistor 
is connected to the 
voltage output (VOUT/
Source). (Image source: 
STMicroelectronics)
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connection (VOUT/Source), implements a 
Kelvin-sensing arrangement that compensates 
for the IR drop (Figure 6).

Note that although eFuses are semiconductors 
and can work down to single-digit voltages, they 
are not limited to that low region. For example, 
eFuses in the Texas Instruments TPS2662x 
family are rated for operation from 4.5 to 57V.

eFuse: Make or buy?
In principle, it is possible to build a basic 
eFuse from discrete components using a 
couple of FETs, a resistor and an inductor. The 
earliest eFuses were built this way, with the 
inductor serving two purposes: filtering the 
DC output and also acting as a sense resistor 
using the DC resistance of its windings.

However, an enhanced eFuse with more 
consistent performance, which takes 
into account the characteristics of its 
components, as well as real-world operational 
considerations, requires more than a few 
discrete components. Even with the additional 
components, it can provide only basic eFuse 
functionality (Figure 7).

The reality is that the accumulation of 
active and passive discrete components 
soon gets unwieldly, is prone to unit-to-unit 
performance variations, and has issues related 
to initial tolerance, component ageing, and 

temperature-induced drift. In short, a DIY 
‘make’ discrete solution has many limitations:

• Discrete circuits generally use a P-channel 
MOSFET as a pass element, which is more 
expensive than an N-channel MOSFET 
with respect to achieving the same 
on-resistance value (RDS(ON)).

• Discrete solutions are inefficient as 
they include power dissipation across a 
diode with a corresponding rise in board 
temperature.

• It is difficult for discrete circuits to 
include adequate thermal protection 
for the pass element FET. As a result, 
that critical enhancement must be left 
out, or the design must be substantially 
oversized to provide a suitable safe 
operating area (SOA).

• A comprehensive discrete circuit needs 
many components and considerable board 
space, and the need for protection circuit 
robustness and reliability add additional 
components.

• Though the output voltage slew rate 
in discrete designs is adjustable using 
resistor and capacitor (RC) components, 
these components must be sized with 
careful understanding of the gate 
characteristic of the pass FET.

right: Figure 7. An 
eFuse with basic 
functionality using 
discrete components 
must anticipate 
and overcome their 
inherent limitations. 
(Image source: Texas 
Instruments)
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Even if a discrete component solution was 
acceptable, it would be limited in its features 
compared to an IC solution. The latter can 
include some or all of the many additional 
functions previously cited, as seen in the 
Figure 8 eFuse block diagram. In addition, the 
IC solution is smaller, has more consistent 
and fully characterised performance, and 
offers an implementation ‘peace of mind’ 
that a multicomponent solution cannot 
offer, and does so at a lower cost. Note that 
the TPS26620 data sheet has several dozen 
performance graphs and timing diagrams 
covering a variety of operating conditions, all 
of which would be difficult to create for the 
discrete ‘make’ approach.

There is another critical reason to buy a standard 
eFuse IC rather than take the DIY discrete route: 
regulatory approval. Many fuses - thermal and 
eFuse - are used for safety-related functions to 
prevent conditions where excessive current can 
cause component overheating and possibly fire, 
or cause harm to users.

All conventional thermal fuses are approved by 
the various regulatory agencies and standards 
to provide a fail-safe current shutoff when 
used appropriately. However, it would be very 
difficult and time-consuming, and likely even 
impossible to get the same approvals for a 
discrete solution.

In contrast, many of the eFuse ICs are 
already approved. For example, eFuses in 
the TPS2662x series are UL 2367 Recognised 

(‘Special-purpose Solid-state Overcurrent 
Protector’) and IEC 62368-1 Certified (Audio/
video, information, and communication 
technology equipment - Part 1: Safety 
requirements). They also meet IEC 61000-4-5 
(‘Electromagnetic compatibility (EMC) - Part 
4-5: Testing and measurement techniques - 
Surge immunity test’). To be so certified, these 
eFuses are tested for performance in their 
basic role, as well as under conditions that 
include minimum and maximum operating 
temperatures, minimum and maximum 
storage and transportation temperatures, 
extensive abnormal and endurance tests, and 
thermal cycling.

Conclusion
eFuses, which use active circuitry rather than 
a fusible link to cut off current flow, help 
designers meet requirements that include fast 
cutoff, self-reset, and reliable operation under 
low current conditions. They also come with 
various protection features as well as adjustable 
slew rates. As such, they are a valuable addition 
to the engineer’s kit of circuit and system 
protection components.

As discussed, eFuses can replace 
conventional thermal fuses, though in many 
instances they provide localised protection 
and are supplemented by the thermal fuse. 
Like the venerable thermal fuse, many 
of the eFuses are also certified for use in 
safety-related functions, thus expanding their 
versatility and applicability.

left: Figure 8. The 
outward simplicity 
and appearance 
of a full-featured 
eFuse conceals its 
internal complexity, 
which would be very 
difficult to reproduce 
using discrete  
components. (Image 
source: Texas  
Instruments)
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managing iot challenges as the
Technology Reaches Adolescence 

From its beginnings, the IoT space has been touted as technology’s next big growth area. 
Exact numbers vary from one research company to the next but there is no doubt that we 
are still just at the start of this huge IoT evolution. As IoT moves towards its adolescence, 
new challenges are starting to emerge. Trina Watt, CMO at Foundries.io, explains.

Hacking and ransomware attacks 
on large organisations, healthcare 
institutions and individuals are now a 

daily occurrence and part of the move to more 
remote lifestyles. Prioritising security is now 
more important than it ever was and for many 
organisations it is a case of ‘when’ not ‘if’ they 
will be hacked. 

The need for increased security is now 
driving cultural changes in organisations as 
well as for individuals:

• IoT devices are high up the list as potential 
security vulnerability points for hackers. 
Security is now vital, not an option.

• From a commercial/industrial perspective 
it is about keeping data safe, enabling 
control over their locations and making 
sure optimal productivity is achieved 
without compromising security. 

• For domestic settings it is about keeping 
your data and videos secure. You need to 
have control over who can access and see 
your data.

The top of IoT device 
requirements
If there is one thing that 2020 has taught 
us, it’s how quickly things can change, often 
completely out of our control or influence. One 
word that is mentioned more often is ‘remote’ 
- remote working, remote socialising, remote 
healthcare, remote monitoring. So what does 
this shift to more remote activities mean to the 

design of the next generation of IoT products? 
Security is central to enabling these remote 
activities to be viable - not only at the start of 
a device’s lifespan on install but throughout its 
entire working life. 

Secure for longer
As IoT devices become more instrumental in 
our lives, the ability for devices to last longer 
becomes more important, and along with 
this the cost effectiveness of maintenance is 
paramount. Legislation is starting to emerge 
making it imperative that IoT devices of the 
future must come with information at the point 
of purchase, assuring consumers of how long a 
device will be updated and kept secure for. Both 
the US and UK governments have announced 
in recent weeks a commitment to legislation 
around cyber security and IoT device security 
over their active lifetimes.

So what challenges do these 
trends create?
No matter the end device or use case there 
are some common challenges that affect all 
IoT devices:

Enabling and maintaining secure devices 
throughout their active lifetime: Security now 
needs to be built into devices from the start. It 
is no longer acceptable for a device to be secure 
when it ships with no future-proof assurances. 
Instead, it needs to have a process of being 
securely updated throughout its installed 
lifetime. It can no longer be an afterthought or 
an optional extra. 



DESIGN

23 ELECTRONICSPECIFIER.COM

IOT

Security also needs to be considered 
end-to-end, taking into account any gaps 
in the security processes that may offer up 
vulnerabilities. 

Cost effective development, deployment 
and maintenance to increase time to market: 
The COVID-19 pandemic has accelerated 
a wide range of aspects of life including a 
decrease in shops and retail with increased 
online purchasing, and a move away from 
coins and notes to electronic payments. We’re 
also now seeing increased adoption of electric 
cars. All of these changes are accelerating, 
and thereby shortening the time to market 
for new products. So development cycles are 
being shortened and as larger fleets of devices 
are going live, more focus is falling onto how 
devices are securely deployed and maintained.

Companies need to focus on how they 
innovate and differentiate themselves in 
these accelerated markets and this requires 
more emphasis by engineering teams on the 
value-add aspects. This is putting more demand 
on key resources, including knowledgeable and 
highly experienced security experts.

Long term secure maintenance: For devices  
that are installed in smart cities for example, 
the expectation is they will last for over 

20 years before they need to be replaced. 
Historically, smart devices have initially 
grown out of the consumer space and have 
not had these demands. This hybrid between 
the needs of small, cost effective solutions 
that have the lifespan of their more robust 
industrial counterparts has pushed long-term 
maintenance to the front of OEMs’ minds. 
Having the ability to offer an extended lifespan 
will become increasingly critical. 

Extended lifespans have been expected in the 
industrial space for many decades now. Factory 
automation solutions often need over 20 years 
of support as standard. Secure Over-the-Air 
(OTA) updates are a key feature to enable a cost 
effective, predictable maintenance approach. 
So no matter where the device is installed it 
can be updated securely when it needs to be 
updated. By building this in from the start of a 
device’s development, all the pieces are in place 
to manage and maintain devices remotely as 
instances and issues perpetually arise.

As IoT moves to the next stage in its evolution, 
there must be a shift change in the security of 
all industrial and consumer devices. Security 
can no longer be an add-on but instead needs to 
be built into the core of IoT devices, and with 
all devices continuously monitored, maintained 
and updated for life using the latest software.
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death of the wired light switch
Most of the world’s top manufacturers now feature a wireless, batteryless switch option 
in their range, so is the writing on the wall for the wired light switch? Graham Martin, 
Chairman and CEO of the EnOcean Alliance, thinks so.

Legrand, one of the world market 
leaders in light switches, is the most 
recent to join the fold, launching a new 

batteryless and wireless switch last month. 
The momentum behind this technology has 
been quietly building in the background for 
the last 20 years, but what is powering the 
sudden upsurge in interest? 

Installers driving interest
Installers are partly responsible for the 
increased popularity in wireless, batteryless 
switches. Experience from industrial and 

commercial buildings shows that traditional 
fixed installations are labour intensive, 
inflexible and costly. The key disadvantage 
of wired data infrastructure is its inherent 
inflexibility – its need for dedicated wiring 
makes quick reconfiguration difficult. 
Simple tasks such as moving a light switch 
to a different location requires significant 
construction work, with the time and cost 
involved. 

However, installers are becoming increasingly 

receptive to the commercial advantages 
of installing wireless switches. Speedier 
installations mean the same team can 
accomplish more installs, improving the 
economics of their business. Margins improve 
at the same time as the cost to the customer 
reduces, which increases the size and value 
of the market, offering further motivation for 
other installers to catch on to the trend.

Simplified facilities 
management
End users are also embracing the benefits 
of going wireless. The devices can be placed 
anywhere in the building, even at locations 
that are difficult to access and, once installed, 
there are no requirements for maintaining 
the switches, such as to change dead batteries. 
Wireless switches allow the system to be 
expanded to suit changing user needs, plus the 
ability to fit them on any surface saves time 
and money in installation and operation, whilst 
enabling quick and easy retro-fitment to older 
buildings. 

The amount of cable saved by deploying 
wireless instead of wired technology is 
astonishing, as is the contribution to 
sustainability that these buildings make. 
Further, impressive CO2 savings can be made 
during their use. 

An accurate and readable means of measuring 
these savings is vital for facilities managers, 
not least to evaluate the RoI achieved by the 
installation. All raw data supplied by the sensors 
and actuators can be used locally but can also 
be combined in the cloud enabling in-depth 
analysis uncovering further ways to optimise 
services and increase efficiency. This offers 
facilities managers the valuable opportunity to 

above: The 400-strong 
EnOcean Alliance 
offers an interoperable 
ecosystem of solutions 
and encompasses 
other forms of energy 
harvesting



DESIGN

25 ELECTRONICSPECIFIER.COM

LIGHTING

embrace smart building technology. 

Thanks to the sensors, the smart building 
can monitor the status of its environment 
and use this data to make any necessary 
adjustment or for analytical purposes. Data 
is gathered and processed by a cloud-based 
IT platform, combining the physical space 
with digital services and analytical tools. 
A dashboard can then present the data 
in a user-friendly way for managers and 
decision-makers to view and act upon.

The benefits of battery-free
One key challenge when moving to truly 
wireless solutions is the question of 
how to provide power to these devices. 
Batteries come with associated cost and 
environmental waste issues, as well as 
the time spent replacing them. Energy 
harvesting technology is a much more 
sustainable alternative: Energy harvesting is 
the use of energy harvested from the switch 
operation itself to power the battery-free 
switch. Kinetic energy, pressure, light, and 
temperature differences can all be used to 
generate sufficient electricity. 

Energy harvesting switches do not need 
to be wired-in, instead sending a wireless 
signal to the receiver in or near the light 
or DIN-rail fitting. These solutions help 
optimise the utilisation of buildings, 
create new service models and make 
buildings more flexible, energy-efficient 
and altogether more cost-effective with 
a network of ultra-low power wireless 
signals such as EnOcean, Green Zigbee 
or Bluetooth Low Energy. The EnOcean 
standard is based on a Sub 1GHz radio, with 
approximately double the range of Zigbee 
or BLE buildings and less susceptible to 
interference from WiFi networks of the 
same 2.4GHz frequency. 

Stronger together
The 400-strong EnOcean Alliance offers 
an interoperable ecosystem of solutions 
and encompassing other forms of energy 
harvesting. Solar (room light) and temperature 

differences can also be used in the complete 
eco-system to power sensors – such as 
occupancy sensors and lux sensors. With 
20 years’ experience and growth in this 
market, the non-profit organisation promotes 
intelligent building solutions with integrated 
energy harvesting technology communicating 
over the EnOcean wireless standard (ISO.IEC 
14543-3-10/11). 

More than one million buildings over the 
world have wireless networks of this type, 
making EnOcean the international reference 
technology when it comes to wireless standards 
for building automation. Scaling to complete 
building automation systems 
for home or office, the 
EnOcean Alliance offers the 
advantages of an extensive 
and established ecosystem of 
interoperable self-powered 
wireless sensor solutions that 
are available to intelligent 
buildings worldwide.

History repeats 
itself
It is interesting to compare 
the transition to wireless 
switches with the changes 
that have happened in the 
telephone industry. Cord telephones, produced 
for over 100 years, are today largely replaced 
by cordless and cell phones, given the obvious 
advantages of wireless technology in this 
area. We now have the same trend with light 
switches, leading to the question of why we’re 
still using 100 year old outdated, expensive, 
environmentally harmful technology, when a 
fantastic alternative is at our fingertips. We are 
still paying too many people too much money 
to open walls and pull four metres of resource 
intensive cable to every single light switch 
when there is a proven lower cost, lower effort, 
environmentally friendly solution available and 
promoted by market leaders. 

With the popularity for these wireless, 
batteryless devices set to grow even further, 
it seems that even more facilities will soon be 
‘making the switch.’ 

above: Batteries come 
with associated cost 
and environmental 
waste issues, as 
well as the time 
spent replacing them. 
Energy harvesting 
technology is a much 
more sustainable 
alternative



DESIGN

26 ELECTRONICSPECIFIER.COM

OPTOELECTRONICS

Did You Know Optocouplers are
not Needed for Isolated DC/DC? 

Did you know optocouplers are not needed for isolated DC/DC? Now you can simplify 
your design and reduce solution size with no-opto solutions. Thong ‘Anthony’ Huynh, 
Principal Member of the Technical Staff, Industrial and Healthcare Business Unit, 
Maxim Integrated, explains.

From time to time, there is a need 
for an isolated DC/DC solution, 
either for safety reasons or to 

ensure proper operation in a complex 
system. Traditional isolated solutions 
use either optocouplers and additional 
circuitry, or complex transformer designs 
to form a feedback loop across the 
isolation barrier to regulate the output 
voltage. The extra components make 
complicated and large designs. 

The optocouplers degrade over time, 
reducing system reliability. Furthermore, 
end equipment form-factor is shrinking, 
leaving limited space for power supply, and 
adding thermal management challenges. 
The system engineer must overcome all 
these challenges when starting a new 
isolated DC/DC design. The system 
engineer needs a small, low-cost, highly 

reliable, and easy-to-design solution.

Fortunately, there are new no-opto flyback 
solutions that eliminate the optocouplers, 
associated feedback circuitry, and the need for 
third transformer winding. The new solutions 
also provide new benchmarks for output 
voltage accuracy.

Where and why isolated DC/
DC converters are used?
Many power systems in a variety of industries 
such as factory automation, building 
automation, e-mobility, automotive, avionics, 
medical, commercial, and others employ 
isolated DC/DC converters for one or more of 
the following three reasons:

Safety: To prevent current surges from 
damaging equipment and protect humans from 
the main power source. Figure 1 illustrates a 
power system with the main power source 
isolated from the secondary side, where a 
human operator can have physical contact with 
it. Without proper safety isolation, a lightning 
strike could send a very high voltage surge 
through the equipment to the operator and 
ground. This is mostly lethal. The isolation 
barrier here routes the dangerous surge energy 
back to the primary ground, thus avoiding it 
passing through the operator.

Avoid ground loops: In a large or complex 
system, grounding potential differences exist at 
different areas. Isolation is used here to avoid 
disruptive ground loops, and also isolate digital 
noise from the precision analogue system.

above: Figure 1. Isolation 
for safety
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Level shifting: Occasionally, a system with a 
mixture of many power rails uses isolated DC/
DC to generate multiple isolated positive and/
or negative output voltages.

Isolated DC/DC converter 
basic
Figure 4 illustrates a traditional isolated 
DC/DC converter. The solution uses an 
optocoupler, error amplifier, and a voltage 
reference to form a feedback loop across the 
isolation barrier. In this implementation, 
the output voltage is sensed by an error 
amplifier, then compared to a voltage 
reference. The information is passed across 
the isolation barrier through an optocoupler 
to the primary side, where the control circuit 
modulates the power stage to regulate the 
output voltage.

This solution serves its purpose very well until 
the equipment shrinks and leaves little room 
to fit it. The optocoupler, error amplifier, and 
voltage reference circuit have 12 components, 
which substantially add to the total design 
component count, and take up large board 
space (Figure 5). Naturally, there comes a quest 
to eliminate this circuitry.

The optocoupler faces another major issue: 
its performance varies with temperature and 
degrades over time, which can cause reliability 
issues for certain applications. Figure 6 shows 
a typical optocoupler’s Current Transfer Ratio 
(CTR) that varies 270% over the −60°C to 
+120°C temperature range. On top of that, this 
CTR drops 30% to 40% over time.

Eliminating the optocoupler
Primary side control topology: One way to 
eliminate the optocoupler is to employ the 
primary side control method. In this scheme, 
a third winding on the power isolation 
transformer is used to measure the output 
voltage indirectly during the OFF cycle. Figure 
7 illustrates such a circuit. The reflected 
voltage, VW, is proportional to the output 
voltage following the equation:

Where VO is the output voltage, VF is the 
output rectifier diode voltage drop, Na is the 
third winding number of turns, and NS is the 
secondary winding number of turns.

While this method effectively eliminates the 
optocoupler, it creates a new set of issues:

a) Adding a third winding complicates the 
transformer design and construction, adding 
more cost.

b) The reflected voltage involves the output 
rectifier diode voltage, VF. Also, VF varies with 
load and temperature. This produces sensed 
output voltage error.

c) The leakage inductance ringing on VW further 
adds to the reading error of the sensed output 
voltage.

This primary side control method offers poor 
output voltage regulation and thus is not 
practical in many applications, forcing the 

above: Figure 2. Isolation 
to avoid ground loop

below: Figure 3.  
Isolation for level 
shifting
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designer to use a post regulator, which adds even 
more cost and increases the total solution size.

No-opto flyback topology: The No-Opto 
Flyback DC/DC is a variation of the primary 
side control method. It eliminates issue (a) 
mentioned earlier by sensing the primary 
side voltage directly, thus not requiring a 
third winding in the power transformer. 
This improvement significantly reduces 
the complexity in the transformer design 
and construction, and PCB layout. Figure 8 
describes this topology.

The reflected voltage, VP, is proportional to the 
output voltage following the equation:

Where VO is the output voltage, VF is the 
output rectifier diode voltage drop, NP is the 
primary winding number of turns, and NS is the 
secondary winding number of turns.

No-opto flyback topology is not new, and it still 
suffers from the two remaining issues (b) and 
(c) mentioned earlier. In this case, (c) applies 
to the leakage inductance ringing on VP instead 
of VW. Poor output voltage regulation remains 
the most technical challenge for this no-opto 
flyback circuit. 

Thankfully, recent circuit design 
advancement and proprietary techniques 
have improved this bottleneck in a big way. 
Let us take a closer look.

Conquering poor output voltage 
regulation issues: Figure 9 shows a new 
product from Maxim Integrated, the 
MAX17690, which provides a no-opto 
flyback isolated DC/DC converter solution 
with +/-5% output voltage regulation.

To combat the sensed output voltage 
reading error, the MAX17690 samples 
the reflected voltage when the secondary 
current, ISEC, is low. This technique alleviates 
the diode voltage drop variation due to 
output loading. The IC also has a provision 
to compensate for the diode voltage, and 
its variation due to temperature. It also 

OPTOELECTRONICS
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uses advanced techniques to filter out 
leakage inductance ringing. Altogether, this 
IC brings a new output voltage regulation 
benchmark to the no-opto flyback topology.

Figure 10 shows a variation, MAX17691, that also 
integrates the power FET and current-sensing 
element, thus requiring very few external 
components to complete a whole circuit. It 
truly offers a high-performance isolated DC/
DC converter solution in its simplest form. 
Figure 11 shows MAX17690 and MAX17691’s 
performance over temperature, line, and 
load variations.

Conclusion
Shrinking equipment and board space render 
ineffective large, traditional isolated DC/DC 
converters that use optocouplers for feedback 
loop. The optocoupler performance varies 
with temperature and degrades over time. The 
no-opto flyback topology is simpler, requires 
fewer external components, and is naturally 
a better choice. New advancement in design 
techniques largely improve output voltage 
regulation, making the no-opto flyback DC/
DC converter practical and a proper choice for 
isolated power supply applications.

far left - top to bottom: 
Figure 4. Traditional 
isolated DC/DC  
converter using  
optocoupler and  
associated feedback 
circuitry

Figure 5. Traditional 
feedback circuit using 
optocoupler, error  
amplifier, and a voltage 
reference

Figure 6. Optocoupler 
collector current vs. 
ambient temperature

above: Figure 7. Primary 
side control using third 
transformer winding

Left: Figure 8. No-opto 
flyback circuit
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right: Figure 9. No-opto 
flyback circuit achieving 
new output voltage 
regulation benchmark.

below: Figure 10. Highly 
integrated no-opto 
flyback solution

Opposite: Figure 11. 
MAX17690/91 output 
voltage regulation. A 
new benchmark

OPTOELECTRONICS
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Win a Microchip MPLAB ICD 4 In-Circuit Debugger    
The new MPLAB ICD 4 introduces a faster processor and increased RAM to deliver up to 
twice the speed of ICD 3 for the in-circuit debugging of PIC microcontrollers and dsPIC 

digital signal controllers. The 
MPLAB ICD 4 also introduces a 
wider target voltage range and 
an optional 1A of power via an 
external power supply.

For maximum flexibility, MPLAB ICD 4 features 
a selectable pull-up/pull-down option to the 
target interface and programmable adjustment 
of debugging speed for greater productivity. The 
MPLAB ICD 4’s significant improvement in speed 
is accomplished through a 32-bit MCU running 
at 300MHz. Faster processing, together with an 

increased buffer memory of 2MB, results in a product that is up to twice as fast as its predecessor.

For your chance to win visit https://page.microchip.com/ES-D-ICD4.html 

Reader  
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safe for humans, deadly for viruses
The global pandemic has focused attention on dealing with dangerous microorganisms. 
Viruses, as well as bacteria, have been present in the environment for longer than 
humans. With our capacity to create technologies, we have developed the ability to 
protect ourselves from these natural bio-hazards. Alain Bruno Kamwa, Product Manager 
Opto at Rutronik explains how UVC LEDs are powering advanced germicidal technology.

Various techniques are in use, 
including the use of HEPA (High-
Efficiency Particulate Air), carbon 

and ceramic filters, germicidal chemicals, 
ionisers and plasma systems, and ultraviolet 
(UV) radiation. As with so many things in 
life, none of these is a universally perfect 
solution. All have limitations and some have 
important drawbacks.

Filters can exclude pathogens and pollutants 
from indoor environments and water supplies. 
Although effective at trapping viruses, they are 
unable to destroy them. Moreover, the filter 
media must be replaced periodically.

Chemical products such as chlorine can 
kill viruses on contact. However, treating 
surfaces by manually wiping is laborious and 
time-consuming, as well as being vulnerable to 
human error. Frequent cleaning is not possible 
in some situations and using chemicals does 

not address the airborne threat. The chemicals 
themselves can present safety risks and 
pathogens can develop resistance over time.

Ionisers and plasma systems can kill viruses 
present in the ambient environment but 
produce ozone, which is harmful to human 
health.

UV irradiation can be used against 
microorganisms existing on surfaces, in the 
air, or in water. Historically UV radiation has 
been generated through gas discharge using 
low/medium-pressure mercury vapour lamps. 
However, energy-conscious legislation banning 
ballasts for these lamps has been in force for 
some time in various territories. In addition, the 
UN Environment Global Mercury Partnership 
is now addressing the toxic effects through 
initiatives such as the Minamata Convention on 
Mercury , which bans the manufacture, import, 
and export of mercury lamps.
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UV LEDs now present an alternative to 
mercury lamps that are power-efficient, 
safe, and permissible to use worldwide. The 
LEDs also deliver performance advantages 
including a more consistent spectral output, 
as well as being smaller and more robust than 
mercury vapour lamps. Thanks to these new 
light sources, UV irradiation can become an 
even more powerful ally in the fight against 
COVID-19.

UV wavelengths and 
applications
The UV spectrum covers wavelengths from 
about 100nm to 400nm and is divided into 
three regions, UVA (400nm – 315nm), UVB 
(315nm – 280nm), and UVC (280nm – 100nm). 
Different types of UV LEDs are available, 
with spectral output in each of these regions. 
Multi-UV LEDs are also being developed, which 
should allow the flexibility to address a wide 
variety of applications.

UVA LEDs are used in applications such as 
dentistry and cosmetics and for industrial 
purposes such as curing resins, adhesives, and 
paints. UVA is the safest range of wavelengths 
for humans to work with. The use of 
UV-filtering safety glasses is recommended. 

UVB LEDs are often used in medical 
applications such as phototherapy and 
dermatological treatments. UVB wavelengths 
encourage the formation of vitamin D in the 
skin, although excessive exposure can cause 
skin burns and eye damage. 

Radiation in the UVC region has the most 
effective germicidal properties. These 
are the shortest and most energetic 
wavelengths, and hence the most 
damaging to living cells. The energy at 

these wavelengths can destroy the DNA of 
pathogens thereby inactivating them and 
preventing further reproduction. 

UVC LEDs in action
Typical contexts for germicidal UVC 
radiation include in-duct systems within 
HVAC equipment, used to kill airborne 
viruses, as well as upper-air in-room UVC 
systems and portable in-room devices for 
air purification and treatment of surfaces. 
The international standard ISO 15858:2016 
sets out minimum specifications for UV-C 
devices to ensure human safety, including 
exposure limits and the use of warning 
signs for protection.

The standard recognises that UVC has only 
limited ability to penetrate the skin. About 4-7% 
of UVC radiation across wavelengths from 
250nm to 400nm is reflected or absorbed in the 
outer epidermis, which contains mostly dead 
skin cells that are continually shedding. Ocular 
damage, however, can occur and, although not 
permanent, can take several days to resolve in 
cases of acute over-exposure.

Typical UVC disinfection systems operate in 
the wavelength range from 254nm to 270nm. 
Far UV wavelengths in the 207nm-222nm range 
are also used.

When designing with UVC LEDs for 
sterilisation applications, the radiation intensity 
is a key parameter that must be evaluated. The 
inverse square law, which describes the rate 
at which electromagnetic radiation intensity 
reduces with distance from the source, dictates 
that the LED emitter is most effective when 
placed as near as possible to the surface to 
be treated. In addition, lenses can be used to 
concentrate the beam energy into a target 
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area and hence minimise the power and the 
exposure time needed for effective disinfection. 
Interchangeable UV lenses can give users 
flexibility to scale the irradiation output 
according to the application.

When using UVC within HVAC systems 
to kill airborne viruses, the airflow rate 
and geometry of the system are key 
considerations, in addition to the radiation 
intensity. A suitable place to position the 
LEDs can be in ducting at the outlet of a fan, 
where the airflow is most stable.

For equipment to disinfect surfaces, UVC 
LEDs with outputs of 2–4mW, powered with 
about 20mA drive current, can be a good 
choice for larger surfaces. Smaller-scale 
applications can be tackled with compact, 
mid-power UVC LEDs. 

On the other hand, high-power UVC LEDs 
operating at about 100mW are needed for 
applications such as treating drinking water 
and pools. These are typically driven at up 
to 250mA.

Emergency installations created to protect 
frontline workers include a disinfection tent for 
cleaning the protective clothing of medical staff 
at the Huoshenshan Hospital in Wuhan, China, 
to protect staff and prevent the virus spreading 
outside the hospital. UVC emitters were fitted 
to the reflective surfaces of the ceiling, walls, 
and flooring. During the 30-second disinfection 
process, the UVC LEDs provide a dosage 
of 6mJ/cm2 with a consistent brightness of 
200μW/cm2.

Demand driving growth
Germicidal UVC lamps have been available for 
some time, in various forms including fixed 
and portable lamps as well as mobile lamps 
mounted on autonomous robots. Before the 
global COVID-19 pandemic, the total market 
for UVC LEDs was worth about $144m.

The situation has now changed significantly. 
Analysis by research firm Yole Développement  
found that demand for UVC LEDs surpassed 
supply during 2020. The fight against the virus 
has driven greater demand for these components 
to perform disinfection in frontline roles and 
during cleaning of places where people assemble, 
such as waiting rooms, cinemas, theatres, buses, 
trains, and passenger aircraft.

Yole’s research found that the LED industry 
is working to increase manufacturing capacity 
to meet the increased demand. The UVC LED 
market is expected to exceed $2.5bn by 2025, 
representing a CAGR of 61% since 2019.

Conclusion
UVC LEDs are a safe source of radiation that 
can be used to protect people and places against 
harmful microorganisms including the COVID-19 
virus. In addition to being inherently safe and 
approved for use worldwide, containing no 
mercury, they are also energy efficient, labour 
saving, and effective in fixed and mobile UVC 
lamps for multiple roles including disinfecting 
surfaces, water, and the ambient environment. 
UVC LEDs are an important ally in the fight 
against COVID-19 and the current high demand is 
expected to continue as the pandemic subsides.
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Build a secure supply chain for  
asset management with ease

Security is a vital component of any system that requires the active management of assets 
used in the field. Operators need to be sure that the information they have on assets in 
the field is valid and has not been tampered with. If not, they face risks to their business 
model and ability to service users properly. Sree Durbha, Director of LoRa Edge Product 
Management in Semtech’s Wireless and Sensing Products Group, explains.

One of the biggest advantages of the 
Internet of Things (IoT) is the ability 
to receive live data on devices, not 

just on their status but their location. This 
makes it easy for operators to see where 
assets are at any one time, how they are 
being used and whether that usage complies 
with service-level agreements. However, the 
connectivity needed for devices to report 
their location at regular intervals leads 
to vulnerabilities that can, potentially, be 
exploited by hackers.

Exposing vulnerabilities 
Without effective security, a hack that can 
disrupt asset management is the replay attack. 
In this form of attack, the hacker eavesdrops 
on the data packets that a device uses to report 
its status to a gateway or other devices on the 
network. The hacker analyses this data to look 
for patterns in an attempt to reverse-engineer 
the protocol used for status updates that they 

can use later in an attack.

One possible attack is a denial-of-service 
(DOS) attack that floods the network with 
seemingly authentic messages that contain 
spurious location updates and other data that 
corrupt the database of assets. A more subtle 
and simpler attack is to disable the tag on an 
asset before it is moved illegally and then replay 
messages that show the asset as being in its 
original location.

Another form of attack that is difficult 
to detect but which can have serious 
consequences for legitimate users and 
operators is the man-in-the-middle attack. 
In this scenario, the hacker introduces their 
own wireless gateway to intercept messages 
from devices. The fake gateway manipulates 
the data before passing it to the server. 
Replies from the server through that gateway 
can be altered the same way. Such an attack 
can have serious consequences as it allows 
the hacker to take control of part of the 
system and, using that as a base, to launch 
further attacks on the service.

IoT-based systems must 
have end-to-end security 
To prevent these and other attacks, 
end-to-end security is a vital component 
of any IoT-based system, especially one 
that needs accurate location updates. The 
problem for IoT devices and location tags in 
particular is that they have severe constraints 
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on energy usage. This calls for location 
technologies and a security infrastructure 
that can operate as efficiently as possible. 
It is a design constraint that rules out the 
technologies and components that have 
been developed for smartphone and tablets, 
even though there are many devices that 
can, when used together, support the core 
requirements of the application. 

A key advantage of LoRaWAN is its inherent 
security. Unlike many other IoT-oriented 
networks, LoRaWAN implements 
end-to-end encryption for the application 
data transferred between sensor nodes 
and application servers. A device cannot 
even join a LoRaWAN network unless 
it can provide credentials that satisfy 
a server that controls access. As it was 
designed specifically for IoT devices that 
have constrained power envelopes, the 
LoRaWAN architects were careful to choose 
a framework that takes energy efficiency 
as one of its core objectives without 
sacrificing adherence to widely accepted 
industry standards. The best combination of 
security and power efficiency identified by 
the architects lay in the AES cryptographic 
algorithms, which have become widely 
adopted as reliable and effective for 
constrained nodes and networks.

Each LoRaWAN-compatible device needs 
to be personalised with a set of unique 

identifiers and AES encryption keys that will 
be used not just to let applications protect 
the data they send but to join the network 
when it is commissioned and attempts to go 
online. The commissioning process involves 
a request to a Join Server that performs the 
initial authentication routines and checks the 
device’s credentials. 

It performs this check using the AES 
cipher-based message-authentication code 
(CMAC) protocol. Once the authentication 
code has been computed and verified, the 
join server and device cooperate to create 
set of session keys. The keys are distributed 
to the device and to relevant application 
servers, to ensure a separation between 
application data and network management 
messages. By doing so, there is no need for 
applications and the network operator to 
share keys.

Secure key storage and 
programming 
All traffic is protected using the session 
keys. In addition, payloads are protected 
using the AES counter (AES-CTR) mode, 
which embeds integrity codes into each 
packet. The combination of protections 
helps prevent packet-replay attacks and 
man-in-the-middle attacks. However, 
due to the need to have keys embedded 
in a device before it can join the IoT and 

left: Unlike many 
other IoT-oriented 
networks, LoRaWAN 
implements end-to-
end encryption for 
the application data 
transferred between 
sensor nodes and 
application servers
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start work, the security of any device is 
interwoven with the supply chain. To 
maximise security, the root key should 
never be used directly. Instead it is used to 
generate derived keys that can be used for 
short periods of time and for specific uses. 

The device itself needs to be designed in 
such a way that, once injected, the root 
key and its derivatives cannot be read out 
by accessing memory. Instead, the device 
should only use the key to encrypt data, 
generate hashes and digital signatures that 
are used to verify authenticity. The design of 
the LoRaWAN network stack fully supports 
this approach through the use of protocols 
that make it possible to link encryption 
keys with identifiers to identify devices and 
applications remotely.

To guarantee that keys are kept protected 
and not disclosed inadvertently or through 
cyber crime, the organisation of the 
supply chain is of critical importance. 
An AES key, especially one that provides 
the core credentials for a device must 
be protected at all times, in every step 
from key generation through insertion 
into the device to final decommissioning 
when records both in the device and in 
communicating systems are finally deleted. 
An issue for many OEMs and integrators 
is that they do not have full control over 

the supply chain. Most use outsourced 
manufacturing to provide them with 
cost-effective hardware. To program keys 
into a device, unless they deploy their own 
device programmers in-house, they have to 
reveal key data to third parties. A hacker 
with access to the programmer used by the 
contract manufacturer is able to intercept 
the keys and copy them for use later.

There are mechanisms that support secure 
key transfer and programming. Typically 
these involve a hardware security module 
(HSM) integrated into the manufacturing 
line. Although a HSM safeguards key data, its 
incorporation into a supply chain often involves 
high setup and management costs, making it 
harder to justify for many users.

Maximising security  
at low cost 
Designed for use with LoRaWAN, the 
Semtech LR1110 solves both the problem 
of secure key storage and programming. 
Semtech has incorporated a HSM into the 
core production flow of the LR1110 to ensure 
private keys and personalised network IDs 
are injected in securely before delivery to the 
OEM or contract manufacturer. A customer 
does not have to use the programmed keys. 
They have the ability to overwrite them 
in their own facility or with the help of 

SECURITY
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supply-chain partners if they need specific 
codes. All keys, whether programmed by a 
customer in their own facility or in Semtech’s 
HSM, are accessible only by an on-chip 
cryptoengine and cannot be read out through 
an external bus or port. 

Designed to enable the secure connections 
needed for LoRaWAN, the cryptoengine 
implements a standard set of security 
routines that are employed by an external 
microcontroller to implement IoT and 
location-tag functions. The simple API 
offered by the LR1110 provides an easy way 
to have application data encrypted before 
transmissions and to perform other services 
such as hash functions to check the integrity 
of data. As the cryptoengine is on the 
same die as the secure memory and secure 
protocols, such as those used for LoRaWAN, 
never use stored keys directly, but generate 
derived keys to encrypt messages - the 
architecture maximises protection.

Like LoRaWAN itself, the cryptoengine is 
optimised for low power consumption. This 
better supports the needs of devices such as 
asset-management tags. Many off-the-shelf 
secure-element ICs are designed to handle a 
wide range of encryption technologies, which 
tends to increase cost and power consumption. 

The default configuration provides each 
device with the core credentials needed to 
join LoRaWAN with the help of an ID code 
transmitted to the OEM that ensures the device 
can identify itself properly to a Join Server 
when it is commissioned.

In addition to its LoRaWAN and security 
features, the LR1110 implements the core 
functionality needed to receive data from 
GNSS and WiFi transceivers, which provides 
further cost and power savings through 
an innovative cloud-based solution. For 
example, rather than incur the processing 
overheads typically needed to decode and 
interpret GNSS packets, the device can 
use the LoRa Cloud service to process that 
information remotely and deliver location 
updates over the LoRaWAN connection. By 
doing so, the design maximises battery life. 

A typical asset-management tag can enjoy 
a lifetime of several years from a single 
charge in contrast to the three-to-six months 
encountered with non-integrated designs 
that use separate secure-element and GNSS 
and WiFi front-end silicon. The result is a 
solution that maximises security at low cost 
and with far easier systems and supply-chain 
integration compared to other approaches on 
the market. 

DESIGNSECURITY
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a world of endless possibilities 
Technology is constantly evolving and while some innovations have a niche impact, 
others have far greater potential to enhance the lives of many people. 5G is one of the 
enabling technologies that is driving innovation in a variety of sectors and is likely 
to benefit many millions of users. Lee Ettleman, Director Corporate Strategy, and 
Corporate Development at Molex explains further.

Early indications are that 5G will 
deliver value to consumers in many 
ways, which will also open up 

potential revenue streams to a wide variety 
of businesses. The diversity of applications 
is exciting, but it makes the market 
direction difficult to predict – especially 
where companies will invest, or the ‘killer’ 
applications that will capture users’ 
imaginations. Almost everyone has an 
opinion, and many see the 5G smartphone 
being at the centre of daily life, especially 
in areas such as consumer, industrial, and 
healthcare.

Molex has recently conducted a ‘State of 

5G’ survey - when respondents thought 
about the primary use cases for 5G. 
Augmented reality (AR) was the most 
often mentioned application that would 
take full advantage of the capabilities of 
5G technology. Virtual communications 
applications including FaceTime and Zoom 
have become popular during the pandemic 
– imagining these supercharged by 5G 
gives some sense of how many immersive 
experiences will be enhanced.

Rapid AR/VR innovation
Innovation in high-speed sub-6GHz and 
millimetre wave 5G networks, along with 
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developments in end-user devices such as 
smartphones, tablets, and AR glasses are 
enabling multi-dimensional interactions that 
connect consumers seamlessly with their 
surrounding environment. 

The huge gaming market (estimated 
to be worth almost $300bn in 2026 by 
Mordor Intelligence) is one sector singled 
out for particular benefit from AR/VR – 
including a greater focus on mobile gaming. 
Consumerism will be another beneficiary 
with augmented and virtual shopping being 
among new consumer use cases.

In industry, AR/VR will drive ‘smart factory’ 
(Industry 4.0) further with innovations on the 
factory floor and in training staff, as well as 
supporting those working remotely. As some 
private 5G networks can be lower latency 
and offer better security than WiFi, it could 
become the preferred transmission medium in 
some instances.

Connected sensors have already proliferated 
significantly and this trend is expected 
to continue, especially within industrial 
machinery to monitor the condition 
and plan preventative maintenance. 5G 

networks are likely to become a preferred 
choice for transmitting the data from these 
remote sensors.

We expect to see greater use of connected 
sensors in industrial machinery for functions 
such as condition monitoring, preventive 
maintenance, and eventually real-time process 
control. Data from these sensors can then be 
fed, wholly or in part, through a private 5G 
network. This data can be used to monitor 
tasks remotely, accurately predict equipment 
failures, improve training and reduce 
maintenance costs.

Technicians and engineers that work 
remotely will benefit from virtual data 
layers made possible by AR glasses or 
headsets. These can guide the user through 
a complex task, or allow a colleague to 
assist from anywhere on the planet. 
Managers will be able to inspect facilities 
as if they were there with this technology, 
saving the cost and time of business travel, 
and removing the hassle and risk of travel 
during a pandemic.

While it may take longer to fully roll-out 
due to regulatory requirements, the medical 
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sector is expected to benefit significantly 
from this technology. It will be possible 
to use AR/VR in the field of diagnostics 
and remote patient care. It will also make 
medicine more available in remote locations, 
and allow world-class professionals to assist 
in surgery from the other side of the planet. 
This is likely to be the most impactful use 
of the new technology where it contributes 
directly to saving lives. 

Pulling it all together
There are many elements to the 5G-driven 
AR/VR future that will need to combine 
to deliver immersive consumer, industrial 
and healthcare experiences. These will 
include network operators, equipment 
manufacturers, device manufacturers, 
edge/cloud computing service providers, 
connectivity solution providers, and 
applications developers – all of whom 
must collaborate to create a seamless 
solution with widespread interoperability.

Communications infrastructure will be 
a pre-requisite, implying that there will 
be many more millimetre wave small cell 
deployments, as well as macro cell antenna 

enhancements by 5G carriers. Within the 
devices, AR/VR will demand upgrades to 
chipsets as well as high-speed connectors 
and components to cope with the blistering 
speeds. The situation is and will remain, 
complex as development in one area of 
technology drives (and often requires) 
development in other areas.

For this bright new AR/VR future to become 
a reality significant investment will be 
required. Firstly in the infrastructure, then 
the chipset and component makers, and then 
the device designers and manufacturers. As 
the infrastructure evolves and devices become 
available, the application developers will be able 
to develop and deliver the ‘killer’ AR/VR apps 
that the future needs.

Heavy involvement in 5G technology 
and enablement keeps Molex innovating 
to remain fully aligned with customers’ 
needs, ensuring that a 5G-enabled world 
including fully immersive and engaging 
AR/VR applications, rapidly becomes an 
actual reality.

To view the full results of the survey click the 
article headline.
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the future of 5g -  
disruptions 
and opportunities 

The communications industry is changing rapidly in all directions. Disruption in the 
5G ecosystem, lower barriers to participation, and new technologies all require novel 
approaches. Several leaders from the 5G ecosystem recently gathered to explore the 
challenges, opportunities, and industry dynamics created by network disaggregation; 
answer some of the big questions around designing and building disruptive network 
architectures; and discuss business strategies for the future of 5G. Joe Bush reports.

Network disaggregation is reshaping 
and causing far-reaching disruption 
in the 5G ecosystem. The change 

is enormous and occurring in all directions. 
Simply put, network segregation gives 
customers the freedom to choose hardware 
and software options and software operating 
systems from different vendors - triggered 
by the move to 5G in particular, where a very 
different ecosystem is starting to emerge. 
Barriers to participation in that ecosystem 
are being lowered, and that in turn will 
require new approaches, supply chains, and 
technologies.

The future of O-RAN
Open radio access network (RAN) is a term for 
industry-wide standards for RAN interfaces 
that support interoperation between vendors’ 
equipment. The main goal for using Open-RAN 
is to have an interoperability standard for RAN 

elements such as non-proprietary white box 
hardware and software from different vendors.

To this end the O-RAN ALLIANCE was formed 
in 2018 by AT&T, China Mobile, Deutsche 
Telekom, NTT DOCOMO and Orange, with 
the mission to re-shape the RAN industry 
towards more intelligent, open, virtualised 
and fully interoperable mobile networks. The 
new O-RAN standards will enable a more 
competitive RAN supplier ecosystem with 
faster innovation to improve user experience. 
O-RAN-based mobile networks will at the 
same time improve the efficiency of RAN 
deployments as well as operations by the 
mobile operators.

“We’re very excited about network 
disaggregation and O-RAN - we’ve been 
participating in this wireless space for a long 
time and seen the transitions,” said Greg 
Henderson, Senior Vice President, Vertical 
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Markets, Analog Devices. “First and foremost, 
O-RAN comes from an opportunity of this 
mega trend of virtualisation. With edge 
computing and standard hardware capability 
expanding, many of the 5G networks have the 
possibility to be run in a virtualised way.”

As Henderson explained, this means a lot 
of the network can be virtualised and run 
as system level software (instead of having 
purpose-built standard hardware), providing 
a much more open network architecture. So 
by leveraging virtualisation, you can have a 
multi-vendor environment, and by creating 
standard interfaces, you can have more flexible 
network features with increased capability, and 
potentially a lot more ecosystem partners.

For the carrier, the capability of O-RAN 
provides opportunities for new business 
models, features and more rapid evolution of 
capabilities on the network. “We’re very excited 
about that and we’re investing in solutions that 
will enable this open ecosystem to evolve,” 
Henderson added.

What are the biggest 
challenges for O-RAN?
Sometimes opportunities are challenges, and 
sometimes challenges are opportunities. And 
multi-vendor interoperability is fundamentally 
a huge challenge for O-RAN. In order to make 
this vision work, there will have to be multiple 
facets of the network that come from different 
suppliers, and that network will need to 
perform at the system level requirements of 5G.

Henderson added: “5G networks have a very 
high-performance standard, so all of that 
interoperability needs to work across use cases. 
We see that as a big challenge and there are 
three main threats to managing that challenge. 
The first is development standards - defining 
the interfaces carefully and clearly, and making 
those open standard interfaces that everybody 
can operate to.

“The second is about interoperability, which 
is incumbent on us as the vendor ecosystem 
to make sure that we can demonstrate 
multi-vendor interoperability. And the third is 

ecosystem partnerships to make sure that we’re 
all working together.”

Early indicators for 
successful adoption
Henderson continued that when it comes to 
what would be seen as successful adoption, 
there are two sides of the coin. The first really 
goes to the heart of the carrier space, being that 
there are currently O-RAN networks being 
announced, trialled and deployed in Asia, the 
Americas and Europe. So the carriers are already 
leaning heavily towards rolling-out deployments.

The other factor is the solution and vendor 
community, where custom built products 
are currently being developed - we will start 
to see targeted product solutions that are 
aimed at these O-RAN interfaces and, from a 
semiconductor company’s standpoint, there 
will begin to be products and chipsets that are 
targeted towards operating in a custom-built 
way to meet O-RAN requirements, but also 
have the high performance levels that you need 
to meet 5G.

What will virtualisation 
mean for the radio unit?
The key here is that much of the network can 
be virtualised, but not all. “If you think about 
the OSI protocol stack,” continued Henderson, 
“the bottom level is called the physical layer 
for a reason – it’s because it’s where this digital 
content connects to the physical world, and the 
regular unit is fundamentally in that physical 
layer. Therefore, there are elements of the radio 
unit that you can’t virtualise as that’s where 
you’re connecting to the physical world of the 
radio waves.”

As such there are elements of the radio that 
must be hardware. However, it should also 
be said that there are architectures around 
the radio unit that can be virtualised. Having 
standard data models for how you interface 
to the radio unit, as well as the management 
plane, can be open and standard, and run 
on an open processing architecture. So, 
while a large chunk of the radio unit will be 
hardware, you can also have a virtualised 
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interface built around the data models and 
management planes.

Opportunities of 
disaggregation
These, as Henderson explained, are heavily 
aligned with the opportunities for 5G. Many 
of the benefits of 5G are yet to be seen of 
course, and the current use cases that have 
been deployed for 5G are predominantly in the 
consumer space, and are about driving more 
bandwidth and higher data rates.

This is of course extremely important, however, 
5G also has the capabilities of network slicing 
and low latency, which is going to open up 
all kinds of new applications in the industrial 
and Industrial IoT (IIoT) space and within 
automated networks and automation.

“Those business models and use cases aren’t 
really foreseeing their full potential just yet. 
From our perspective, we believe that this 
open disaggregated ecosystem will allow 
those use cases to evolve more quickly,” 
Henderson added. “Because the open 
ecosystem is by definition, ‘open’, there’s 
a lot more flexibility, and new vendors can 
come in with new capabilities that they can 
plug into those networks.”

It’s ADI’s belief that while the first phase of 5G 
is interesting, it will be the second phase that 
will not only change the market for operators, 
service providers and their suppliers, but for 
the wider world, and it will start to empower 
enterprises towards mobile transformations.

Navigating the shift
The move towards network disaggregation will 
mean customers will have the freedom to choose 
different solutions from different vendors, 
depending on their particular requirements, and 
mix and match those together.

When we think about this in terms of the 
IT industry, it sounds relatively simple, 
but in communications it will represent a 
monumental shift which is going to impact the 
role of every player - from the biggest to the 
smallest in the 5G ecosystem - and introduce 

quite a few new ones.

Joe Barry, VP Wireless Communications, 
Analog Devices, commented: “The changes 
will be transformational. We’re seeing, 
and will continue to see, really exciting 
opportunities for the industry around this 
trend of disaggregation. And when you look 
at disaggregation in terms of the network 
software and hardware, it offers operators 
options on flexibility in terms of their 
supply chain. It brings forth the approach 
of best-in-breed products from established 
and disruptive suppliers. When you look 
at O-RAN networks, it lets more partners 
contribute, especially in terms of innovation 
and co-creation.”

Barry added that there is a rapidly expanding 
number of applications that are coming 
online for 5G, for example around IoT, private 
networks, consumer, and B2B. And accelerating 
those and creating more value for the network 
will be hugely beneficial. Open compute has 
impacted a huge amount of change, and so he 
stressed that we could potentially see similar, if 
not more, change and impact from an O-RAN 
network’s perspective.

“Huge opportunities lie in the ability of the 
ecosystem to focus on lowering the total 
cost of ownership for the networks through 
economies of scale, tackling software flexibility 
and cloud infrastructure leverage,” he added. 
“We at ADI are doing our part in terms of 
how we are fostering a vibrant and rapidly 
expanding ecosystem through our partnership 
and collaboration efforts. If the industry can 
execute these goals, I think we can all enjoy an 
unprecedented an accelerated innovation in 5G, 
and the networking and infrastructure services 
that will be available in the future.”

“At Facebook we have been a strong believer 
and supporter of disaggregated networks 
from the early days of O-RAN,” added Jaydeep 
Ranade, Director, Wireless Engineering, 
Facebook Connectivity. “And so as one of the 
founding members of the Telecom Infra Project 
(TIP), we have been working very closely with 
vendors to ensure that networks run reliably 
and profitably.”
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He added that from Facebook’s 
perspective, so much business impact 
is tied to people using its services and 
apps over their mobile devices, and so 
the mission of Facebook Connectivity is 
to bring more people online, to a faster 
internet. As such network desegregation 
presents multiple opportunities to 
positively change the business of deploying 
and running cellular networks, all while 
enhancing their reach and reliability.

He further highlighting three key areas of 
change and opportunity: better network 
economics; unlocking new revenue streams; 
and unleashing technical innovation. 
Disaggregated networks encourage a diverse 
and competitive supply chain, reducing vendor 
lock in and risk.

Open and standardised interfaces between 
components increase continuous integration, 
improve reliable deployment and simplify 
messy operational automation. This reduces 
OPEX in the process, and at the same time, 
virtualised functions can be distributed across 
different parts of the network, improving 
compute efficiency and reducing CAPEX.

New revenue streams are of particular interest 

to service providers. Compute capabilities and 
a software-based architecture can give rise to 
new services by providing network operators 
with the possibility of running other workloads 
at the edge as opposed to just voice and data.

And finally, from the perspective of innovation, 
network operators can choose from a multitude 
of low cost, open source, lightweight core 
functions (depending on the deployment), 
standard interfaces with enhanced OSS BSS 
capabilities for network management, and 
application of machine learning.

Raj Singh, EVP Processors Business Group, 
Marvell, did add a word of caution by saying: 
“As you disaggregate functions it’s important to 
remember that disaggregation also introduces 
some level of latency, and 5G of course has 
its own challenges with that. So you can’t just 
disaggregate things for sake of it. You need to 
do this judiciously, and in ways that give the 
best benefit.”

He did go on to highlight that there are use 
cases that we haven’t even imagined yet. If you 
look at when the iPhone was first introduced, 
if you told people then about the applications 
that are available now, nobody would have 
believed you. We could well be on the same 
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Pitfalls and potential of 
O-RAN
Business and end consumers have gotten used 
to a certain level of quality and throughput. 
Therefore, going forward it will be important 
to maintain the same capacity, reliability and 
feature parity that exists in networks today.

Singh added: “There’s a pain point for 
massive MIMO in O-RAN and, at least 
until very recently, truly O-RAN compliant 
massive MIMO that were based on SOCs 
rather than FPGAs, were few and far 
between. We are very pleased that with our 
partnership with ADI we were recently able 
to announce a full-blown massive MIMO 
platform using our respective silicon, along 
with all the software to fill that gap.”

Security will obviously be an issue with O-RAN, 
more so, Singh explained, as we start looking 
at front hauls that are packet-based rather than 
IQ data, which are more vulnerable to attacks 
and invasions. There are currently a number of 

initiatives, both in the O-RAN Alliance working 
groups and elsewhere, where Marvell and 
others are looking at how to secure that front 
haul gateway.

He added that while there are a number of 
factors that will go towards creating the right 
ecosystem, the biggest issue will be interoper-
ability between systems. We are moving from 
a world where everything came vertically from 
a single vendor, to one where we will be able to 
plug and play all these pieces together. As such, 
interoperability labs are appearing in a variety 
of locations around the world, which can only 
be a good thing for the industry.

Ranade added: “The biggest challenge 
we’re seeing from a business and technical 
perspective is what we are calling the unboxing 
experience for the service providers. The 
service providers today are used to dealing with 
a one-stop-shop as they procure and operate 
network components. So, this new segregated 
network is going to create a very different 
operational model.”

Therefore, unless the setup and operation 
of these networks is made easy, simple, and 
reliable, it will be very difficult to imagine a 
wide deployment. Therefore, interoperability, 
certification, and re-certification will be key.

What will also be crucial, he explained, is creating 
a healthy vendor base. “What currently exists is 
a captive ecosystem. There are a few incumbents 
who basically have created no incentive for 
the vendors to be able to do anything on their 
own so we want to break this cycle. But to do 
that, these vendors have to be able to invest 
money, they have to have economies of scale to 
be able to get the same cost price point targets. 
It’s a chicken and egg situation. So Facebook 
Connectivity is trying to break that cycle and we 
are hoping to put some of our resources behind 
this ecosystem in order to get it going.

“For this to work there has to be clear standard 
open interfaces. Unless these components can be 
made interchangeable, and they can operate with 
each other in a very easy manner, it will be very 
difficult for people to be able to plug-and-play, 
and place different components.”

5G
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Addressing the UK’s 
digital skills deficit

According to Deloitte, over the next decade, the current 
outdated system of education and workplace training could 
see the UK forgo up to £140bn in economic growth from 
missed opportunities in intelligent technologies, such as 
artificial intelligence and automation, which will in turn 
undermine our future prosperity. Deloitte has also found 
that just 18% of business leaders believe that school leavers and graduates have the 
digital skills and experience required.

Imagination Technologies has recently 
published a new whitepaper: ‘Digital 
Skills in Global Britain’ and recently 

hosted a team of experts to discuss the 
issues that currently exist and what needs 
to be done.

“At Imagination Technologies we are 
committed to playing our part in securing 
the UK’s future as a digital skills leader,” 
commented Simon Beresford-Wylie, Chief 
Executive at Imagination Technologies. 
“As a leading semiconductor company, 
we’re absolutely committed to being 
UK-centric when it comes to our research 
and development in investment. We 
partner with universities through our 
Imagination University programme, engage 
with local schools, champion diversity and 
inclusion, and invest heavily in learning and 
development.

“We do this because we know our success 
depends on sustained access to skilled 
talent. With technological changes likely to 
accelerate in the coming years, closing the 
digital skills gap is more important than 
ever. And I strongly believe that this can only 
happen through much closer collaboration. 
The UK must turn the page if it wants to 
emerge as a global digital skills leader. Action 
is required.”

A culture shift
The UK’s skills deficit is one that is not 
mirrored in other areas of the world and Tim 
Whitfield, Chief of Engineering at Imagination 
Technologies, commented that the majority 
of applicants for Imagination’s UK-based roles 
are from overseas. This is no bad thing as 
Whitfield explained that the company needs 
a highly skilled, diverse, talent pool. However, 
it did make him wonder what was being done 
in places like Taiwan and India, to create this 
strong pipeline of talent.

“I actually spent five years living and working 
in Taiwan in a previous role before I joined 
Imagination,” he added. “And engineering 
qualifications are something that many young 
people aspire to and are supported by their 
families who see it as a very rewarding and 
respected career. Gender diversity is also way 
more balanced in that part of the world.

“I don’t see a significant shift with regards to 
the female engineering population in the UK. 
There’s been lots of initiatives, great outreach 
- either company, government or school 
sponsored - but sadly very little seems to have 
changed since my days as an undergraduate in 
the 1990s.”

He explained that a culture shift is required if 
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we are to make engineering and technology 
an attractive, credible and respected career. 
And while engineering is certainly viewed as 
being more on point than it used to be, it still 
has some way to go before it is mentioned 
in the same breath as medicine and law. 
Indeed, Whitfield explained that many of the 
cohorts on his university course ultimately 
left engineering for the ‘glamour’ and earning 
potential of accountancy and finance.

Even the word ‘engineering’ has been 
misused in recent years and has conjured 
images of mad scientists running around 
in white coats. “This is not engineering as I 
know it,” Whitfield continued. “Engineering 
is collaborative, creative, and it changes 
lives - we solve global, environmental and 
health issues, and we improve the way people 
connect and communicate.”

It is important that we don’t just promote the 
‘shiny’ stuff i.e. (the things that people see and 
use), but also the grass roots of technology 
- chip design, low level software, security, 
safety, AI and engineering ethics etc. These are 
interesting topics, but not the elements that 
people necessarily see when they pick up a 
mobile phone and think about technology. 

In order to do this Whitfield emphasised the 
importance of starting early and casting the 
net wider. “I’ve seen many initiatives aimed at 
various age groups to try and promote STEM 
subjects,” he added. “However, while it’s all well 
intentioned, many still lack a real consistent 
approach to change that culture that I was 
talking about.”

We’ve all heard anecdotes of young people 
being turned away from engineering careers 
by family, friends, or even careers advisors, 
in favour of what is perceived as better 
options. However, the sector must fight 
back and educate young people on what 
engineering really is - a creative, sustainable, 
world-changing career – while also creating role 
models and engineering evangelists. 

“Many young people simply don’t have an 
accurate understanding of engineering,” 
Whitfield continued. “If you ask my family 

what I do, and you’ll get shrugged shoulders. 
But if I was to tell them I was a key part of the 
mobile revolution, and that the technology I 
designed has changed lives and helped people 
engage across the world, then people start 
to get more interested and that’s the kind of 
image we want to try and portray. So, we need 
to engage with children at the earliest school 
ages, and make sure that we connect the 
theory to applied engineering.”

Whitfield added that the final piece in the 
jigsaw is investment. The UK has this incredible 
history in science and technology, which 
continues to this day - you only need to look 
at the ongoing pandemic and the leadership 
the UK has shown in genome sequencing and 
vaccination development etc. However, the 

typical global tech hubs for applied engineering 
are found on the west coast of the US, China, 
Taiwan, and India. 

Therefore, it is vital that we incentivise 
engineering and technology education. 
There are many ways in which to do this 
such as educational subsidies, sponsorship 
programmes etc, but it is vital that the 
teaching is relevant, and geared towards 
real-life engineering skills. “In a world that’s 
increasingly flexing its muscles, regarding 
technology sovereignty, it’s really important 
that the UK is able to produce a pipeline of 
people and companies that continue to develop 
these leading-edge products,” Whitfield added. 
“This means engaging people at an early age, 
providing the right education and, above all, 
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making sure people understand what it really is 
that we do and why it’s important.”

Cultural shift with added 
diversity
A thriving UK engineering community is a 
diverse engineering community, but when 
it comes to diversity challenges, there is no 
single silver bullet, rather, there are a number 
of areas that businesses need to consider. The 
correlation between diversity and inclusion, 
and improved business performance, has long 
since been proven, and there are a number of 
references available from the likes of McKinsey 
etc that proves this.

“We know that diversity and inclusion bring 
together talent with unique experience, 
knowledge and perspectives,” added 
Kay Hussain, CEO, Women in Science & 
Engineering (WISE). “This in turn generates 
more ideas, improves problem solving, drives 
creativity and innovation, strengthens the 
team, and ultimately the results. Embracing 
the business case by concentrating on the value 
that diversity and inclusion can deliver would 
give companies the impetus to change.”

The business case for inclusion and diversity 
are compelling as investors are starting to 
examine an organisation’s commitment to the 
issue prior to deciding on funding, while it is 

also something that customers are also starting 
to look at when weighing up their suppliers.

If an organisation decides to embrace the 
business case for diversity, then it really needs 
to be embraced by the business’ leaders. 
Diversity and inclusion are not a nice to have, 
but rather, it needs to be a fundamental part of 
business strategy. Every leader should be able to 
articulate the need for change, should challenge 
bias, and then change attitudes, policies and 
practices, and take accountability for delivering 
that cultural shift. 

“It should be treated no different to any 
other business improvement project, 
and associated targets, action plans and 
governance are absolutely critical,” added 
Hussein. “When targets are put in place, and 
there’s commitment to a plan by leaders, 
it demonstrates that it’s important work 
which will stay firmly on the radar of those 
senior leaders.”

It is also important that tech has more relatable 
role models. People simply do not aspire to be 
what they cannot see. Therefore, more visible 
women, and minority groups, working in tech 
at all levels, would help to attract more people 
to study and pursue a career in engineering.

There is currently a real disconnect between 
young people’s use of technology, and the 
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recognition that they could be the future 
creators of it. There is a significant lack of 
awareness and understanding about the roles 
available, and youngsters don’t understand 
what working in tech means and looks like.

“There’s a real opportunity to enhance 
business outreach with schools, colleges, 
and universities,” continued Hussein. “Tech 
businesses could really help to inform the 
curriculum, keeping it relevant as things 
change. Businesses can also help raise 
awareness and inspire and build understanding 
of how STEM subjects taught in school pave 
the way into future tech careers.”

Another vital issue that needs to be addressed is 
returner and retrainer programmes which help 
combat the regression of female participation, 
especially in the wake of the pandemic, where 
women were disproportionately disadvantaged. 

Hussein added: “We need to make sure that 
we get agile closure of the digital skills gap. We 
require organisations to rethink recruitment 
policies and recognise the value of transferable 
skills to broaden the talent pool. If I take female 
STEM graduates alone, around two-thirds of 
them don’t actually progress into higher skilled 
STEM roles, and just in that group alone, 
there’s a huge amount of untapped talent.”

Engaging with the 
challenges
Margot James, University of Warwick, and 
former UK Government Minister for small 
business in digital, was part of the panel of 
experts brought together by Imagination. 
She picked up the story: “When I was in the 
Department for Culture Media and Sport 
(DCMS) as a minister, the Organisation for 
Economic Co-operation and Development 
(OECD), put out a report benchmarking 
digital skills across the G20, and found that 
Britain could achieve an immediate five 
percent improvement in productivity if it 
raised its level of digital skill capability up to 
the OECD average. 

“The irony is that our technology industry, 
outside of the US and China, is one of the 

strongest and fastest growing in the world, and 
it certainly outperforms every other European 
country as a sector. So how we support this 
sector, without purely relying on the import of 
talent from abroad, was a constant dilemma.”

She added that not only is it vital that we 
support our own young people, but it is 
equally important that support continues 
throughout an individual’s career. If society is 
to be given more of a level playing field, and 
opportunities given to people in communities 
who have lacked investment in previous 
decades, then digital capability is at the core of 
improving people’s life chances and access to 
better paid employment.

Every survey shows that jobs advertised now 
require at least basic digital skills, however, 
quite a significant minority of the population 
lack even these, getting worse the further from 
London and the south east you go.

Another vital area is business owners and 
leaders as the majority of Britain’s wealth is 
actually created by SMEs, and many of these 
leaders lack confidence. “The Federation of 
Small Businesses surveyed its members and 
found that two-thirds lacked confidence with 
digital capabilities,” James added. 

“That underlies the point that you cannot 
address this problem and improve the 
digital skills gap just by focusing on the 
population in full-time education. We’ve got 
to look at supporting reskilling throughout 
people’s lives. And I’ve found quite exciting 
opportunities for doing that in my new role 
at Warwick University.”

Opportunities and solutions
Jonathan Slater, Former Permanent Secretary, 
Department for Education, explained that 
University Technical Colleges (UTCs) are a 
great way to open the eyes of young people 
from disadvantaged communities.

Also vital is the work of The Careers & 
Enterprise Company, which is funded by 
Government but independent of it, and puts 
youngsters into meaningful engagements 
with industry. There are over three million 
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secondary school children and college students 
gaining experience on the site of potential 
employers every year, opening up their minds 
and aspirations to things that they would not 
have thought of before.

Slater added: “There’s a long way to go and 
Government and business need to work in 
partnership. However, there are some very 
encouraging signs. Only a couple of years ago, 
The National Centre for Computing Education 
set up with around £80m going in to train 
8,000 computer science teachers. 

“There are 30 school hubs, some of the best 
in the country, that are really starting to 
accelerate and that is going to transform the 
nature of children’s experience and what 
they learn at school around digital - it is 
going to be transformational. And not just 
the technical skills - but also skills around 
teamwork, and all the other soft skills that 
are required by industry.”

Last year saw the introduction of the 
first ever T levels, the first of which to be 
rolled-out was the digital T level – which is 
the equivalent to three A levels. They carry a 
rich, work experience component, and there 
is much more investment in the teaching of 
the course when compared to other methods 
of further education.

Another new introduction into the education 
landscape is the new digital boot camp - 12 to 
16 weeks of intensive digital training to get 
employees up to speed, where the employer 
has the chance to either select the training 
provider, or to co-design the programme. 
The Prime Minister has also made a very bold 
statement of the lifetime skills guarantee, 
where everyone would have access to four 
years higher technical education, just as 
easily as getting a loan for university.

“The idea is that Government will operate a 
number of Trailblazer sites this year, and issue 
new governance arrangements for Local Skills 
Improvement Plans,” Slater continued. “The 
Government will be working with combined 
authorities but the aim is to put employers 
in charge, which will ensure that those Skills 
Improvement Plans meet the needs of the 
employers, area by area. The colleges get 
increased funding but deliver against the skills 
the employer needs.

“So, there’s a lot of initiatives and I think 
they’re all taking us in the same direction. 
There are great opportunities for employers to 
play a really important role with Government - 
both nationally and locally.”

Here come the girls
The lack of digital skills in the UK is 
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well-documented and contributing to that lack 
of talent coming through is undoubtedly the 
small percentage of the engineering workforce 
that is made up of women.

If we look at the tech sector alone, only 17% 
of IT professionals are women. Those are 
pretty low figures when you think that women 
constitute close to 50% of the workforce. 
Research shows that women are equally as 
capable of being successful in STEM roles 
as their male counterparts, and generally 
outperform boys in STEM subjects at both 
GCSE and A level.

Hussein continued: “We really need to be 
making sure that aptitude and capability is 
harnessed moving forward. When WISE did 
the analysis of the 2020 A Level results for 
computing, we realised that it is a growing 
subject - computer science is getting more 
uptake and companies are investing and 
starting to drive for change.

“Employers also need to think about 
the language used in talent attraction 
and recruitment activities so that 
their opportunities speak to a broader 
talent pool - we know at WISE that 
research shows that women are more 
attracted to roles that have got some 
kind of socio-environmental purpose, so 
employers need to appeal to that.

“WISE has a careers’ platform called My Skills, 
My Life, and a lot of our role models cite that 
improving the world is one of their key drivers. 
So, for example, if you connect someone’s 
individual contribution in a tech role to the 
bigger picture, you can help attract a very 
different pool of people.”

Conclusion and the future
It is important to remember that digital skills 
are evolving all the time. And that’s one of the 
problems of embedding them within education. 
We won’t have to travel far into the future to 
see that a lot of the digital skills being taught in 
the first year of university now, will be out of 
date by the time that graduate is 30 years old. 

James suggested that perhaps the onus should 

be placed on educational institutions and the 
Government to look at the model that has 
pertained for many years in medicine. Students 
undertake a medical degree for seven years, 
but when they are unleashed on patients over 
the next 40 years of their career, they are not 
expected to purely refer to the knowledge 
they gleaned whilst studying. Rather, there 
exists the concept of continuing medical 
education (CME), which is a requirement of the 
profession, and a certain number of modules 
are completed over the lifetime of a typical 
medical career.

“There is a case for looking at digital in 
the same way,” added James. “There is the 
similarity of knowledge being superseded 
quite rapidly. And I think it’s a justification for 
a continuing digital education approach. We 
have to get away from the traditional model of 
education for digital.

“As an example, WMG at the University 
of Warwick, has provided the academic 
components to all of Dyson’s apprenticeship 
in work skills training for the last four years. 
It all takes place at Dyson’s plant, and they 
get roughly a day a week of academic input 
from engineering and technical specialist 
teaching staff at WMG. That has led to a 
position where Dyson has now been awarded 
degree giving powers, which is an absolute 
first for a company to be able to do that, and 
that’s phenomenal.

“It’s a real testimony to that company’s 
commitment to education and training. 
And if every company in the manufacturing 
and technology sector had the same level of 
commitment to vocational technical training, 
then we wouldn’t have a problem.”

Science, engineering, and technology change 
the world we live in and solves its problems. 
Of course, people can be taught specific 
STEM skills such as how to build a chip or 
how to code. However, more fundamental 
to the digital skills sector is the ability to 
problem solve, think and be inspired. That’s 
what the industry is all about and if we can 
get that message across then the future will 
look bright for all of us.
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