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industry focus: Automotive 22
The market for electric vehicles (EVs) has 
changed rapidly over the past few years, 
transitioning from a technology novelty with 
an added sustainability benefit, to being a true 
performance leader in the automotive market. 
EVs now have the lowest total cost of ownership 
for consumers and have the benefit of providing 
a sustainable mobility experience.
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Well, that was the year that was (to miss-quote 
a phrase). There is of course only one 
place to start when trying to round-up the 

year we’ve just been through - the dreaded ‘C’ word. 
Coronavirus has presented us with challenges that we 
haven’t faced in over a generation. However, at the time 
of writing the powers that be have announced that the 
long-awaited vaccine in the UK has been approved, and 
has had its first recipient - 91 year old Margaret Keenan 
of Coventry - a popular pub quiz answer in years to 
come no doubt.

While the Prime Minister has added the caveat that people 
shouldn’t get their hopes up of getting a jab any time 
soon, this is at least the first real flicker of light at the 
end of the tunnel. Only trouble is that the freight train 
that is Brexit is hurtling down the track, straight for us.

What that will mean for the electronics sector is still 
up for debate. Add to that the ongoing trade dispute 
between China and the US (with a new Mr President 
waiting to take up residence on Pennsylvania Avenue), 
and 2021 looks set for more uncertainty and challenges, 
regardless of how quickly the new vaccine can send 
COVID-19 packing.

It appears that the spectre of COVID, and the fact that 
it occupied our every waking moment throughout 
much of 2020, threw up something of a deceptive 
facade across a number of other issues that were going 
on in the background.

Speaking at the Electronic Components Supply Network 
(ecsn)2021 forecast, industry analyst Aubrey Dunford 
commented: “When COVID-19 first hit it was just a 
question of disruption in China - we were worried about 
logistics etc. However, before long we were into the 
pandemic here in the UK, Europe and across the US. 
Manufacturing shutdown for a large period of time, 
and everybody was busy talking about COVID-19. Of 
course, behind the pandemic, there were lots of the 
other structural issues still going on - there were trade 
tensions between China and the US; there were lots of 
changes in the automotive industry, despite the fact that 
the automotive industry wasn’t building many cars; and 

the Huawei discussion continued throughout the year. 
All of the above actually reduced demand for electronic 
components and lead times came down.

“As we get to the end of 2020, we start to see Brexit 
uncertainty starting all over again - deja-vu around 
whether or not we will have a deal.”

As for our final issue of the year our industry focus is 
on the automotive industry, which has had an eventful 
2020 to say the least. As such, we spoke to Analog 
Devices (ADI) and Rimac who have collaborated on the 
former’s C_Two model hypercar, one of the fastest and 
most technologically advanced hypercars ever built (see 
below). Patrick Morgan, Vice President, Automotive, 
ADI and Matija Gracin, Director of Components R&D, 
Rimac Automobili, discussed the tie-up between the 
two companies and the EV market as a whole. See page 
22. Other features in this focus include contributions 
from Mouser and Perforce who both take a closer 
look at the roadmap for autonomous vehicles and 
developments in ADAS.

A reminder to our readers; our electronica forum 
content is still available on demand via the Electronic 
Specifier website. Click here to access Day One. Click 
here to access Day Two.  

Our final reader offer for 2020 is from Microchip who are 
offering a chance to win a SAM-IoT WG Development 
Board. This features the SAMD21G18 Arm Cortex-M0+ 
based 32-bit microcontroller (MCU), an ATECC608A 
CryptoAuthentication secure element IC and the fully 
certified ATWINC1510 WiFi network controller, so you 
can quickly and easily connect your embedded application 
to Google’s Cloud IoT core platform. See page 33.

EDITOR’S COMMENT

a date to remember
in a year to forget  
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Mouser upgrades warehouse technology
 New automation technology 
has been added to Mouser 
Electronics’ warehouse at its 
Mansfield, Texas headquarters. 
In recent years, the distributor 
has made substantial investments 
in state-of-the-art automated 
equipment to process orders with 
efficiency and accuracy.

Today, Mouser employees operate 
55 vertical lift modules (VLMs), the 
most at any company in all of North 
America. VLMs, essentially giant 
vertical filing cabinets, complete 
with shelves and an automated 
elevator, store tens of thousands 
of electronic components. The 
VLMs deliver the parts directly to 

the employee workstation, vastly 
increasing efficiency and floor space.

Mouser has also recently invested 
in several I-Pack machines, a 
sophisticated automated packing and 
boxing system that can process up to 
14 orders a minute. The use of I-Pack 
delivers several operational advantages 
– reducing time, materials and ‘air’ 
waste (valuable space on trucks 
and aeroplanes), and also brings 
benefits in terms of sustainability. 
The automated process results in less 
bubble wrap usage, equating to the 
reduction of more than 1.5 million 
square feet of material each year.

Additionally, Mouser is in the 
process of adding the OPEX 
Perfect Pick system, and 
further warehouse automation 
advancements are underway with 
the recent completion of a new 
125,000 square-foot addition to the 
distribution centre.
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other trademarks are the property of their registered owners. 
© 2020 Microchip Technology Inc. All rights reserved. DS30010236A. MEC2347-ENG-11-20

 
www.microchip.com/MCUsforYou

MCUs Made For You 
Versatile and Easy-To-Use In Any Design

Whether you’re designing a smart building sensor network or the latest 
wearable tech, the PIC16F15244 family of MCUs provides the perfect 
starting point for your next design. With a 10-bit ADC and an essential 
feature set, these MCUs are ideal for sensor interface, simple real-time 
control applications. All in a small, affordable package that enables you to 
deploy intelligent systems at a large scale.

Key Features
• Up to 28 KB of Flash for ample program storage
• Essential peripheral set for signal generation, 

sensor interface, communication and real-time 
control applications

• 5.5V-capable for robustness in noisy and 
harsh environments
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DEFINING TECH OF 2020-30

Virtual, augmented and mixed 
reality products have continued 
to receive high levels of funding 
and investment during the 2010 
decade, and they are poised to be 
the defining technology of 2020-
2030. There has also been immense 
hype over these products during 
the decade, with evangelists of the 
technology believing that it will be 
used in all aspects of day-to-day life.

The growth of the technology over the 
COVID period has been noticeable, 
with many new use cases for the 
technology. IDTechEx predicts that 
this technology will grow to over 

$30bn by 2030. To read the full story 
click on the headline.

Veea joins LoRa Alliance 

Veea has announced that it has 
joined the LoRa Alliance, a non-profit 
association dedicated to advancing 
the adoption and implementation of 
the low-power long-range wide area 
networking LoRaWAN standard. 
Veea will lend its deep connectivity 
and edge computing expertise to 
the LoRaWAN ecosystem as IoT 
solutions embrace the benefits of 
distributed edge computing. 

The LoRa Alliance is an open, non-
profit association. Its members 
collaborate closely and share expertise 
to develop and promote the LoRaWAN 
standard, the de facto global standard 
for secure, carrier-grade IoT LPWAN 
connectivity. LoRaWAN has the 
technical flexibility to address a broad 
range of IoT applications, both static 
and mobile, and a robust LoRaWAN 

Certification programme to guarantee 
that devices perform as specified.

Donna Moore, CEO and Chairwoman 
of the LoRa Alliance, said: “The rapid 
acceleration of massive IoT deployments 
will be a major driver of edge computing 
and the opportunity to leverage 
LoRaWAN is significant. I’m excited to 
follow Veea’s progress and look forward 
to its participation in and contributions to 
our ecosystem as it brings its LoRaWAN 
solutions to market.”

Network attacks and 
unique attack signatures 
both hit two-year highs 
between July and 
September this year, 
according to the latest 
Internet Security Report 
from WatchGuard 
Technologies. Findings 
from the research show 
that attacks detected 
grew to more than 3.3 
million, representing 
a 90% increase over 
the previous quarter. 
The report reveals how 
COVID-19 has impacted 
the cyber security threat 
landscape, with evidence 
that attackers continue to 
target corporate networks 
despite the shift to 
remote working.

Vicor has won the 2020 
Global Semiconductor 
Alliance (GSA) Award 
for Analyst Favourite 
Semiconductor 
Company. Vicor's high-
efficiency, high-density 
power system solutions 
enable advances in 
artificial intelligence 
and other demanding 
applications. Vicor was 
among five companies 
nominated in this 
category. Semiconductor 
financial analysts 
from two top-tier firms 
selected their favourite 
semiconductor company 
for this award. The 
analysts based their 
decision on historical as 
well as projected data 
such as stock price, 
earnings per share, 
revenue forecasts and 
product performance.
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Semiconductor market to increase 5.1% in 2020

The worldwide semiconductor market is 
forecasted to be $433bn in 2020 – an increase 
of 5.1% from 2019 – reports the European 
Semiconductor Industry Association (ESIA) 
based on the latest World Semiconductor Trade 
Statistics (WSTS) forecast data.

The WSTS has released its new semiconductor market 
forecast generated in November 2020.

The forecast reflects expected growth in all major 
product categories except optoelectronics and discrete 
semiconductors. The largest growth contributors are 
memory with 12.2%, followed by sensors with 7.4%. In 
2020, the Americas and Asia Pacific regions are expected 
to grow.

For 2021, the global semiconductor market is projected to 
grow by 8.4%, driven by double-digit growth of memory 
and optoelectronics. All other product categories are also 

expected to show positive growth rates. All regions are 
expected to grow in 2021.

The semiconductor market overall is not as negatively 
impacted by the COVID-19 pandemic as originally 
expected earlier this year. Click headline to read the 
full story.

Quickly and easily 
connect to Google’s 
Cloud IoT core 

 SAM-IoT WG Development Board

NEW IN STOCK
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Visiting an exhibition that focuses on industrial automation systems, you can be 
forgiven for feeling overwhelmed by the sheer number of different systems. Industrial 
equipment often seems clunky and bulky by comparison to other modern consumer 
devices. Some interfaces rely on technology that has been around for decades, but that 
is really the appeal of many of these solutions: they are established, fulfil the use case, 
and are reliable. Ariel Lasry, Chief Engineer, Toshiba Electronics Europe explains.

How To harmonise Industrial 
Networking Applications

Up until the mid-1980s much of the 
sensing and actuator equipment in 
use was analogue-based. Systems 

such as the 4-20mA current loop could not 
only deliver accurate measurements over 
long cable lengths, they delivered power to 
the end device too. With a high immunity 
to noise, they also provided a level of safety 
since a cable break could easily be detected 
– essential for the safe implementation of 
dangerous processes. 

One of the downsides of this technology 
was the need to have a run of cable for each 
sensor and actuator used, meaning that there 
were lots of parallel wires running through 
factories and plants. Reducing the amount of 
cabling complexity, along with cost, was part 
of the impetus behind moving to networked 
technologies. These largely coalesced around 
either the serial interface (UART) found 

on low-cost microcontrollers coupled with 
a suitable transceiver (e.g. RS-485) or the 
Controller Area Networking (CAN) technology 
popularised in the automotive space (Figure 1).

These Generation I networks made use of 
different physical layer (PHY) technologies 
(OSI model layer 1) as well as different 
link layer approaches (OSI model layer 
2), meaning that systems were rarely 
compatible with one another without 
recourse to some sort of gateway box. 
However, the common set of capabilities 
they provided included robustness, even 
over distances of hundreds of metres, 
defined latencies, determinism and 
fulfilment of safety requirements.

Such fieldbus technologies are installed in 
millions of nodes worldwide, but much of the 
physical layer technology has not seen any 

DESIGNCOVER STORY

right: Figure 1. The 
deployment of the 
first three generations 
of digital industrial 
networking technology, 
showing the  
convergence  
towards international 
standards

Opposite: Figure 2. 
Ethernet-based  
industrial networks 
are not compatible 
with one another due to 
their proprietary layer 
2 implementations, 
designed to provide the 
determinism applica-
tions require
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advancement in that time, limiting the available bandwidth. 
At the same time, industrial automation systems have become 
increasingly complex, relying on data-heavy sensing, such 
as cameras, that integrate into real-time control loops in 
processing environments. With a range of physical layers in 
place, it is also not possible to run different systems over the 
same wiring.

Ethernet, well established and already ubiquitous in buildings 
and factories for IT installations, offers plenty of bandwidth 
as well as having an abundance of suppliers for everything 
from connectors and cabling to silicon devices. Around 2005, 
Ethernet-based solutions started to come to market that 
coalesced around a single PHY. However, the remainder 
of OSI models highlighted serious issues when it came to 
latency, reservation of bandwidth, and guarantees of reliability 
and safety. As a result, a range of layer 2 approaches were 
developed to deliver these features based upon an Ethernet 
physical layer, but again leaving industrial automation systems 
with incompatibilities between supplier solutions (Figure 2).

Moving away from proprietary
Industrial automation is not the only market segment with 
a desire to use Ethernet, but with concerns that it does not 
meet their technical specifications. Professional audio and 
video, along with the automotive industry, have been ready 
to reap its benefits if issues such as latency and determinism 
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could be resolved. Additionally, the Generation 
II proprietary industrial Ethernet systems had 
settled on 100Mb/s PHYs and the bulky cabling 
that goes with it, while other market segments 
are already at gigabit speeds.

The core issues holding the industry 
back from using Ethernet in an industrial 
context have since been ratified in a group 
of common standards known as Time 
Sensitive Networking (TSN). Because it is a 
standard, commercial off-the-shelf (COTS) 
solutions, from silicon to cables, will be able 
to interoperate with one-another, driven 
by the demand of many industries beyond 
industrial that all have similar needs. It also 
encompasses the use of PHYs supporting data 
rates of 1Gb/s, as well as the use of single-pair 
Ethernet (SPE) that will significantly reduce 
cabling bulk and costs.

Some of the key TSN standards that deliver 
the synchronisation and latency benefits 
industrial networks need are:

• IEEE 802.1AS – Timing and 
Synchronisation for Time-Sensitive 

Applications – this mechanism shares 
synchronisation data between a 
grandmaster network node and all other 
nodes to ensure a common base reference 
clock. This is used to ensure a common, 
synchronous time base and is a profile of 
IEEE 1588.

• IEEE 802.1 Qbv – this standard provides 
further enhancements to ensure 
end-to-end latencies for applications 
by blocking low priority traffic during 
defined time windows. This is to support 
applications such as closed loop control 
over Ethernet through the use of a 
time-aware scheduler.

• IEEE 802.1Qbu – this standard defines 
the pre-emption methodologies in OSI 
model layer 2 that makes the Interspersing 
Express Traffic (IET) of IEEE 802.3br 
possible. This involves reducing the 
latency of certain traffic in a mixed traffic 
environment, such as by intercepting long, 
low priority traffic.

These changes, combined with efforts to 
draw these standards together into use cases 
within the IEC/IEEE 60802 TSN Profile for 
Industrial Automation, should help to form the 
basis of Generation III industrial networking 
technology.

Tackling networks with TSN
Compact and highly-integrated system-on-chip 
(SoC) solutions are ideal for upgrading 
brownfield installations to make use of TSN. 
The TC9562 is such a device featuring a PCIe 
interface that can extend the functionality of 
large SoCs in programmable logic controllers 
(PLC) or as a plug-in card solution for an 
industrial PC (Figure 3). 

above: Figure 3.  
Retrofitting of 
industrial PCs and PLCs 
enables brownfield 
adaption to greenfield 
TSN implementations

right: Figure 4. 
TC9562, operating 
in conjunction with 
a PCIe capable host 
processor, simplifies 
the implementation of 
TSN networks
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All key TSN features are implemented, from 
the time synchronisation of IEEE 802.1AS, 
to the time aware shaper (TAS) of IEEE 
802.1Qbv, with six queues along with flexible 
buffer management across all queues. The 
HW support for the gate control list enables 
a high granularity for controlling the defined 
time slots used in the TAS within a single 
machine cycle. The IEEE 802.1Qbu and IEEE 
802.3br then implement the frame pre-emption 
capability, ensuring time-critical data packets 
are treated with priority.

The firmware required for operation is 
downloaded via PCIe during initialisation, 
which also allows for upgrades as changes or 
ratifications to TSN-relevant standards occur 
in the future (Figure 4). SGMII, RGMII, RMII 
and MII interfaces are all supported, allowing 
10Mb/s, 100Mb/s and 1,000Mb/s interfacing, as 
well as SPE T1 PHYs, supporting the growing 
trend to lighter and simpler wiring.

Initial evaluation of the device can be undertaken 
with the PCIe reference board that can be used 
together with an off-the-shelf industrial PC 
running Fedora 27. Toshiba offers a range of 
drivers and other utilities, along with sample 
applications and TSN demos (Figure 5). These 
include examples of the TAS function in 
operation, allowing the pre-emption capabilities 
to be visualised while impact on bitrate can be 
analysed using standard tools such as iPerf.

With standardised PHYs and layer 2 
implementations for Ethernet that meet the 
real-time needs of industrial automation, it 
can be reasonably asked what is to be expected 
from Generation IV industrial networking 
technology. Like other industries, it is 
expected that the higher layers in the OSI 
model will also move towards standardisation. 
Organisations such the OPC Foundation have 
formed a working group to tackle Field Level 
Communication (FLC) with the ultimate 
goal of creating a Unified Architecture (OPC 
UA) machine-to-machine communication 
protocol. This open, cross-platform approach 
together with robust security has the potential 
to simplify much of the complexity engineers 
face today. The installation of new equipment 
would only require the machine to declare 

its capabilities (e.g. for a robot its degrees of 
freedom, maximum payload, etc.) using simple 
and standardised data structures, enabling 
other systems to quickly understand its 
capabilities and integrate it into the task being 
executed.

Summary
While Ethernet has started to displace many 
of the traditional networking technologies in 
industrial automation systems at the physical 
layer, dissimilar layer 2 implementations to 
overcome Ethernet’s traditional weakness for 
the target application have limited its adoption. 
The introduction of TSN presents the necessary 
standardisation to ensure interoperability of 
equipment from different suppliers, which 
will also drive down costs. Devices such as the 
TC9562, with its out-of-the-box support for 
open source software implementations, form 
an excellent basis in the move to TSN-capable 
industrial networks.

aFigure 5. The TC9562 
reference board 
(above) and results 
of the TAS demo  
application (below)
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An accelerometer is a device that allows you to measure and analyse linear and angular 
acceleration. This function is essential for many basic devices and systems used in 
almost every area of life, whether it is in everyday household appliances, professional 
industrial or research and development applications.

How does an accelerometer 
work and what is it used for?

Accelerometers are used in the 
measurement of static gravitational 
acceleration, which allows you to 

determine the angle of deviation of the 
measured object from the vertical plane, 
as well as in the measurement of dynamic 
acceleration due to shock, movement, impact 
or vibration, i.e. low amplitude and frequency 
(under 100Hz), oscillations.

How does an accelerometer work while 
measuring vibrations? The device is 
implemented directly on the object that 
vibrates, which allows the accelerometer to 
convert the vibration energy into an electrical 

signal that is proportional to the momentary 
acceleration of the object.

What does an accelerometer do? Vibration 
measurement is usually used to diagnose 
the operation of machines, equipment or 
structures subjected to high stress, such as 
steel structures, masts, bridges or buildings. 
Accelerometers are also used, among others, 
to protect hard drives against damage, in 
medical and sports equipment, cameras and 
video recorders, smartphones, remote controls, 
controllers and navigation systems.

What is an accelerometer? It is simply an 
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acceleration transducer, which measures its 
own motion in space. There are three basic 
types of accelerometers, more about which you 
can find later in this article.

How does an accelerometer 
work?
The principle of operation of an accelerometer 
isn’t overly complicated. It measures the 
acceleration force in unit (g) and takes 
measurements in one, two or three planes. 
Currently, the most commonly used 
accelerometers are 3-axis accelerometers, which 
are designed as a system of three separate 
accelerometers, each of whom measures 
acceleration in a different direction - in X, Y and 
Z planes. An example of a 3-axis accelerometer 
is the OKYSTAR OKY3230 model.

If the acceleration in any plane works in the 
opposite direction to that in which the sensor 
is directed, the accelerometer will measure the 
acceleration with a negative value. Otherwise, 
the acceleration will be measured with a 
positive value.

If no external acceleration is applied to the 
accelerometer, the device will measure only the 
standard acceleration of free fall, i.e. the force 
of gravity. Assuming that a 3-axis accelerometer 
is positioned so that the X-axis sensor points 
left, the Y-axis sensor points downwards, and 
the Z-axis sensor is directed forward. With no 
forces applied to the device, the accelerometer 
will show the following: X = 0 g, Y = 1 g, Z = 0 g. 
If the same accelerometer is tilted to the left, 
it’ll show these values: X = 1 g, Y = 0 g, Z = 0 g. 
Similarly, if the device is tilted to the right, the 
X-axis will show X = -1 g. Such dependencies 
in acceleration measurement are used by the 
algorithms of accelerator control systems.

Types of accelerometers
The three basic types of accelerometers 
are: MEMS capacitive accelerometers, 
piezoelectric accelerometers and piezoresistive 
accelerometers.

MEMS capacitive accelerometers: MEMS 
capacitive accelerometers are the cheapest, 
most common and smallest of their kind. How 

does a MEMS capacitive accelerometer work? 
The principle of its operation boils down to 
changing the position of a proof (seismic) mass 
suspended on springs. One end of the springs 
is attached to the comb capacitor plate, while 
the other end is attached to the mass. Under 
the force acting on the sensor, the seismic 
mass moves, which causes a change in the 
distance between the plate and the mass, and 
thus changes the capacitance. SPARKFUN 
ELECTRONICS INC. DEV-09267 or 
SPARKFUN ELECTRONICS INC. BOB-13926 
models are examples of MEMS accelerometers.

MEMS capacitive accelerometers are mainly 
applied in wearables, mobile devices and 

consumer electronics. One of the biggest 
advantages of MEMS accelerometers is the 
possibility of mounting them directly on a PCB.

The disadvantages of MEMS systems include 
low measurement accuracy, especially in the 
case of measurements of higher amplitudes and 
frequencies, which makes them unsuitable for 
specialised industrial applications.

Piezoresistive accelerometers: Another 
type of accelerometer is the piezoresistive 
effect sensor. How does a piezoresistive 
accelerometer work? Its principle of 
operation is similar to that of a strain gauge, 
i.e. a sensor which measures stresses. This 
type of accelerometer is made with the use 
of piezoresistive material, which becomes 
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deformed under the influence of an external 
force, resulting in a change in resistance.

The change is then converted into an electrical 
signal received by a receiver integrated with the 
accelerometer. Piezoresistive accelerometers are 
characterised by a wide measuring range, thanks 
to which they are able to record vibrations of 
high amplitudes and frequencies, which is useful, 
among others, during various crash tests.

Another advantage of piezoresistive accelerators 
is their ability to measure slow-changing signals, 
which allows them to be applied in inertial 
navigation systems to calculate velocity and 
movement of system components.

How a piezoresistive accelerometer works 
makes it resistant to changes in the ambient 
temperature, which requires temperature 
compensation. In addition, piezoresistive 
accelerometers have problems detecting weak 
signals and are much more expensive than 
MEMS capacitive accelerometers.

Piezoelectric accelerometers
What is a piezoelectric accelerometer? This 
sensor is one of the most commonly applied 
sensors for measuring vibration levels. 
Therefore, piezoelectric accelerometers 
are widely used in industrial applications 

for diagnostics and control of machines 
and equipment. How does a piezoelectric 
accelerometer work? Its operation is similar 
to that of piezoresistive systems. Under the 
influence of acceleration, however, they do not 
change their resistance, but generate electric 
voltage of a certain value.

The measuring element of these sensors is 
usually lead zirconate titanate (PZT). Lead 
zirconate titanate deforms and generates an 
electrical charge. Piezoelectric accelerometers 
are highly sensitive and accurate, which makes 
them suitable for a wide range of applications 
– from extremely advanced and precise seismic 
measurements to crash and impact tests under 
adverse conditions.

The output signal of piezoelectric 
accelerometers is usually subjected to 
amplification and temperature compensation. 
The calculation of the object displacement is 
facilitated by the signal transmission to the 
integrator input.

Other accelerometers
Other types of accelerometers include IEPE 
structures, which are commonly used for 
vibration measurements. Piezoelectric load 
accelerometers, which work well in extreme 
temperatures, are also noteworthy.



Power Supply 
choice made easy
XP Power are committed to helping 
customers find the right power 
solution for any application. Our 
huge range of AC & DC products 
come with reliability designed-in  
at a size and price to meet  
any requirement.

Open-frame Power Supplies
• 5 to 350 Watts 

• World’s smallest designs

• ITE & medical approvals

Enclosed Power Supplies
• 25 to 5000 Watts 

• High efficiency designs

• ITE & medical approvals

DIN Rail Mount
• 5 to 960 Watts 

• Ultra-slim line

• AC-DC & DC-DC options

DC-DC Converters
• 0.25 to 750 Watts 

• Through-hole & SMD

• Rail & medical approvals

High Voltage Power
• Output up to 500kV & 200 kW

• Modular & rack mount

• AC & DC input

RF Power Supplies
• Output power 50 to 10kW

• Freqency 20 kHz to 60 Mhz

• Fast frequency tuning

External Power Supplies
• 5 to 250 Watts 

• Energy efficiency level VI

• ITE & medical approvals

Configurable 
• 250 to 2500 Watts

• 1 to 20 outputs

• Medical approvals
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celebrating women of 
engineering 2020

As we come to the end of 2020 it’s safe to say it’s 
been an eventful 12 months. No one could have 
predicted what was in store back at the start of 
the year, and we have all had to overcome some 
huge challenges and hurdles. Electronic Specifier’s 
Anna Flockett looks at some of the women of 
engineering who made an impact in 2020.

We have covered a number of stories 
on the pandemic, lockdown 
and what that has meant for 

businesses, and particularly women. But as 
we approach the end of this very strange and 
unforeseeable year, I thought it a good idea to 
look back and pick out some of the positives – 
believe it or not they were there. 

Before we start I just want to say that I 
cannot list all the incredible women I have 
come across this year. There are many that 
deserve an honourable mention but here is 
just a snapshot and highlight of some of the 
amazing women in engineering from 2020.

WES’s Karen Burt Award
The most recent achievement I came across, 
was when the Women’s Engineering Society 
announced Tina Gunnarsson as winner of the 
WES’s 2020 Karen Burt Award for best new 
female chartered engineer. 

Tina Gunnarsson (pictured opposite), 
Digital Transformation Lead for Balfour 
Beatty Major Projects, was nominated 
for the 22nd Karen Burt Award by the 
Institution of Civil Engineers (ICE) in 
acknowledgement of her achievements. 

How did Gunnarsson get into civil engineering? 
It all started when she did an International 
Baccalaureate at school, studying Maths, 

Physics and Geography at Higher Level. She 
then completed an MEng in Civil Engineering 
at Imperial College London as an ICE QUEST 
scholar, before joining Balfour Beatty as a 
Graduate Engineer.

Sally Sudworth, Head Judge for the 2020 
Karen Burt Award, supported by Joint 
Head Judge Dr Katherine Critchley, said: 
“The judges were very impressed by Tina’s 
commitment to sustainability, demonstrating 
the application of her technical skills 
to improve transport links at Rubavu, 
Rwanda. From learning the local language 
of Kinyarwandan to delivering effective 
communications and engagement, to 
promoting engineering at the local schools, 
Tina’s talent was evident. 

“Her role in promoting science, engineering, 
construction and technology (SECT) was also 
very impressive together with her support 
for the reverse mentoring scheme at Balfour 
Beatty. Tina was awarded the Renee Redfern 
Hunt prize by the ICE for her chartership 
assignment on the subject.”

Gunnarsson herself commented on the 
achievement: “It is an honour to have been 
awarded the Karen Burt Memorial Award. Dr 
Karen Burt was an incredibly accomplished 
engineer, and to share a passion with her 
for recruiting and retaining women in 
engineering is exciting. Engineering has 
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empowered me to make positive changes in 
our communities to improve sustainability 
and diversity through teamwork, and I’d like 
to thank all the amazing people that I have 
worked with. I hope I can help to inspire 
more engineers to use their knowledge and 
skills to create positive changes in the world.”

Part of the Caroline Haslett Lecture 
and Awards 2020, which took place this 
December, the Karen Burt Award is designed 
to recognise the importance that Chartered 
status has, the winner’s own contributions 
to excellent practice and highlighting 
engineering to others.

This annual event also sees two other awards 
celebrated; the WES ‘Men as Allies Award’ and 
WES ‘Amy Johnson Inspiration Award’.

WES’s Men As Allies Award
A topic very close to my heart, and something 
we have covered a lot over this year, is the 
diversity challenge women are faced with in 
the engineering industry; and the fact that 
men should be encouraged to help and are our 
ally – not our enemy. 

This is exactly what the Men As Allies Award 
stands for as it seeks to celebrate a male 
engineer, or professional male working within 
the engineering, technical and applied sciences 
sectors, who has gone above the call of duty 
to support his female colleagues and address 
the gender imbalance within engineering and 
applied sciences in general.

For the first time in the history of the award, it 
was fiercely contested with three frontrunners 
reaching the finals. With men holding the 
majority of roles within engineering and 
applied sciences, it is crucial that they are 
involved in making the cultural changes 
needed to attract and retain women in 
engineering and applied sciences. 

Stephen Gill of Energy Efficient Solutions, 
Mike Nayler of Amazon Web Services, and 
Mark Wild of Crossrail, were the three finalists, 
and were all nominated due to their support 
and promotion of women in engineering both 
inside and outside of work. 

WES’s Amy Johnson 
Inspiration Award
The final award, as part of the Caroline 
Haslett Lecture and Awards 2020, is one 
that honours a non-engineer who has made a 
truly remarkable achievement in furthering 
the diversity agenda within engineering 
and applied sciences. The Amy Johnson 
Inspiration Award aims to recognise the 
efforts of someone who is inspiring more 
women to enter, and importantly remain, in 
the engineering industry.

The winner was Fiona Hopkinson, having 
been the driving force behind a school’s 
cultural transformation to a leading school 
for STEM, as noted in the Good Schools 
Guide, and a non-executive trustee of 
TeenTech and a volunteer for the Tech Talent 
Charter. Hopkinson also supported teams 
in the TeenTech Challenge, and is an MSC 
student at the University of Liverpool reading 
Organisational Psychology. 

A very deserving highly commended place was 
also awarded to Naziyah Mahmood of Scottish 
Engineering for her inspirational work in 
promoting diversity in engineering. 

Alexandra Knight, Chair of Judges for the Men 
As Allies Award and Amy Johnson Inspiration 
Award commented: “It was an honour to 
judge the Amy Johnson Inspiration Award and 
Men As Allies Award this year. The standard 
of applications was extremely high and it was 
brilliant to read about the many amazing people 
that had been nominated. It’s fantastic to see all 
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the work being done to support diversity and 
inclusion in engineering and applied science. 

“The three finalists for the Men As Allies Award 
are all true role models, setting a great example 
to others of what is possible. The winner of 
the Amy Johnson Inspiration Award, Fiona 
Hopkinson, is hugely deserving of this accolade 
as her tireless efforts to encourage, support 
and inspire girls in STEM is demonstrating real 
results. These individuals are showing us all 
what can be done and how to make a difference. 
Congratulations to them all.”

Celebrating young engineers 
This year’s World Engineering Day, back 
on 4th March, saw the World Federation of 
Engineering Organisations’ Young Engineers/
Future leaders Committee collaborate with 
Engineering Futures, a global group of young 
engineers, to run a competition for early career 
engineers from around the world. 

The goal of the competition was to highlight the 
work of young engineers and their engineering 
achievements in advancing the UN Sustainable 
Development Goals. It saw young engineers 
aged under 35 invited to submit proposals and 
present their ideas and perspectives on one of 
the 17 Sustainable Development Goals, which 
is one of the key objectives for the World 
Federation of Engineering Organisations. 

In total, more than 400 young engineers from 
across 70 different countries showcased their 
engineering projects as part of the ‘Young 
Engineers Can Create’ competition. 

The overall winner, from Imperial College 
London, was Aida Rafat, whose project 
focused on reducing textile waste and reducing 
pollution from textile dyeing technologies. 

This project is the result of research that 
solves two grand challenges in the textile 
industry: textile waste and polluting 
conventional dyeing technologies. This has 
been achieved by an innovative technology 
that enables the reuse and recycle of dyes 
from textile waste. The technology aims to 
divert the textile waste from landfill while 
also eliminating the use of virgin dyes derived 
from petrochemicals and instead uses textile 
waste as a source of dyes. Decontaminated 
de-coloured textile fibres can also be recycled 
to produce new fibres via the fibre-to-fibre 
recycling technologies. The technology has the 
potential to change the way fabrics are dyed 
and coloured in the future.

The IET 2020 Achievement 
Awards
As part of their annual achievement awards, 
the IET announced back on 16th November the 
world’s top engineering and technology talent 

below: the Men As 
Allies Award seeks 
to celebrate a male 
engineer, or  
professional male 
working within the 
engineering, technical 
and applied sciences 
sectors, who has gone 
above the call of 
duty to support his 
female colleagues
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who were honoured for their services with 
medals and trophies, as a thank you for playing 
a huge part in the industry. 

Whilst there were some amazing male 
winners, some of the women who were 
nominated and won in their fields included 
Jessica Reading, an Engineering Degree 
Apprentice at Siemens, who was named the 
IET’s Apprentice of the Year. 

Deemed as a ‘rising star’, the 21-year-old 
has been an Engineering Degree Apprentice 
at Siemens since 2018 and works with the 
production engineering team tasked with 
creating new equipment and workspaces to 
improve factory productivity. Being the only 
female engineering apprentice at Siemens 
Congleton did not put Reading off, as she 
shone through this year, and has proved to 
be very engaged with Science, Technology, 
Engineering and Maths (STEM) education, as 
she aims to inspire more young girls to follow 
in her footsteps.

Speaking about her award, Reading said: 
“I feel incredibly proud and honoured to 
win this prestigious award, not just for 
myself but also as it recognises the excellent 
training and development I have received 
on my Higher Apprenticeship through both 
my college, NSCG and from all my team at 
Siemens Congleton. It is my personal goal 
throughout my career to continue to develop 
my own knowledge and skills as well as 
encourage others to embrace STEM careers 
and apprenticeship pathways.”

The IET achievement awards also saw Chloe 
Garland, Deputy Project Certification Manager 
(PCM) and Structures Subject Matter Expert 
for the Military Aviation Authority (MAA), 
named as the IET’s Technician of the Year. 

Garland was recognised by the IET for her 
commitment to engineering standards and 
producing exceptional results throughout her 
career, which included technical evidence and 
assured compliance of design changes with 
US and UK military airworthiness codes and 
standards for multiple Royal Air Force and 
Royal Naval aircraft. 

Having just started a new position in 
Germany where she continues to support 
military aircraft on a collaborative project 
between worldwide nations, Garland 
said: “The award couldn’t have come at a 
better time. Leaving the MAA wasn’t an 
easy decision as I was comfortable and 
confident in my role, but I needed to fly the 
nest and gain new experiences and skills 
to further my career and gain evidence 
for my Incorporated Engineering status. I 
have only been in Germany a week so this 
announcement has given me a boost in 
confidence that I will be just fine in my new 
role and adventure.”

As I said this is just a select few females, but 
seeing this small few achieve some amazing 
awards and recognition throughout the year, 
just shows that not everything in 2020 has been 
terrible. It is inspiring to see the hard work that 
has been put in, especially in some difficult 
circumstances. So here is to the incredible 
women of 2020, and to even more women in 
engineering being celebrated in 2021.

On that theme, as part of our podcast series 
we recently spoke to Jackie Mattox, Founder 
of Women in Electronics, a community of 
progressive women leaders who are dedicated 
to the professional and personal leadership 
development of women in the fast-paced 
electronics industry.

‘WE’ was formed in the autumn of 2017 by a 
group of 20 inaugural women coming from 
all over the US. The group was built with the 
premise of women working collaboratively to 
find inspiration, strength, and empowerment 
through a sense of community.

The organisation’s objectives are to empower 
women through virtual event discussion 
groups; to develop women with its Professional 
and Personal Leadership Training and 
Development Program; advocate for itself and 
others through the professional career coaching 
in the Mentorship Program; and to celebrate 
the accomplishments and advancement of 
women. The organisation has also recently 
announced an expansion into Europe. Check 
out the podcast here.
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The market for electric vehicles (EVs) has changed rapidly over the past few years, 
transitioning from a technology novelty with an added sustainability benefit, to being 
a true performance leader in the automotive market. EVs now have the lowest total 
cost of ownership for consumers and have the benefit of providing a sustainable 
mobility experience.

a closer look at electric vehicles  

Automotive manufacturer Rimac 
and Analog Devices (ADI) have 
collaborated on the former’s C_Two 

model hypercar, one of the fastest and 
most technologically advanced hypercars 
ever built. Patrick Morgan, Vice President, 
Automotive, ADI and Matija Gracin, Director 
of Components R&D, Rimac Automobili, 
discuss the tie-up between the two companies 
and the EV market as a whole.

Designed, engineered and produced 
in-house, the C_Two is made entirely from 
scratch and features a full carbon fibre 
monocoque with bonded carbon roof, 
integrated battery pack and powertrain. The 
battery pack technology and layout delivers 
120kWh energy and 1.4MW of power with 

exceptional thermal management.

With a top speed of 258mph and a zero to 
60mph time of sub two seconds, the C_Two 
makes devastating use of the instant-torque 
available to an electric vehicle and the 
traction made possible by the unique 
drivetrain and bespoke tyres. More than 
that, the C_Two maintains its eye-widening 
acceleration throughout a full-throttle cycle, 
achieving 186mph from rest in just 11.6 
seconds. Next-generation R-AWTV (Rimac 
All-Wheel Torque Vectoring) controls 
four electric motors, one per wheel and is 
available (and necessary) to harness 1,914hp 
(1,408kW) of power and 2,300Nm of torque 
- two and a half times the torque output of a 
contemporary hypercar.

DESIGNAUTOMOTIVE

right: the Rimac 
C_Two features a 
full carbonfibre 
monocoque with 
bonded carbon roof, 
integrated battery 
pack and powertrain
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The C_Two is an example of the innovation 
being seen within the EV market. This 
innovation is being driven by technology, 
and the pace of change of this technology 
innovation has challenged the traditional linear 
relationship between the car OEMs and the 
technology suppliers, and has required the two 
entities to work much closer than they ever 
have before.

Key to the performance capabilities of the 
C_Two is the design of the battery and the 
propulsion system. The Rimac engineers 
working with ADI had to redesign the whole 
system from the ground up. The key here is to 
have a battery management system that can 
accurately monitor the state of charge and 
transfer the energy from that battery to the 
propulsion system in a very efficient way. 

Gracin picks up the story: “ADI offers us 
great support – providing us with all the new 
components and engineering sample scenarios 
way before they actually come to the market. 
Rimac is a technology powerhouse and we 
are completely driven by innovation and 
performance. We are simply looking for the 
best on the market - ADI are definitely that 
and performance is the reason why we are 
working together.”

Morgan added: “The C_Two produces 10s of 
megawatts of power, and yet our technology 
is making accurate measurements down to 
a millivolt. That’s an unbelievable technical 
challenge but solving problems like these 
is exactly the sort of thing that drives ADI. 
Another way in which Rimac and ADI are 
linked together is through a shared vision 
of electrification. We see the future of 
automotive as electric and we’ve got those high 
performance systems that underpin what is 
enabling that future to come to pass.”

Bumps in the road
Of course, despite the great strides being 
made, the path to EV adoption and roll-out 
has rarely been smooth and there are still 
well-documented barriers to entry that need 
to be overcome. Gracin highlighted that the 
biggest three remain energy storage, efficiency 

(not only of the battery packs but of the entire 
drivetrain), and infrastructure.

And then of course there is the small matter of 
a global pandemic. The automotive industry 
felt the impact of COVID-19 more than 
most, with the plethora of factory shutdowns 
which greeted the start of 2020. However, the 
reduction of carbon emissions which were 
a consequence of the significantly reduced 
level of traffic on the roads during lockdown, 
certainly brought the benefits of EVs into sharp 
focus for the consumer.

“It has given us a glimpse of what a future 
with zero emissions could look like,” Morgan 
commented. “And it’s absolutely one of the 
major driving forces behind EV adoption. What 
we see is that the demand for EVs is really 
growing. The number of projects that were 
coming to us before the pandemic was high, 
but that number has grown over the last few 
months, all around the world.”

COVID-19 has also triggered several 
megatrends within the industry. People are still 
avoiding public transport wherever possible 
and so are spending more time in their cars. 
This means that the in-car experience (as well 
as the driving experience) has moved front and 
centre of customer demands.

Morgan added: “Coming to the fore are 
technologies like 3D immersive sound, 
microphone arrays, voice recognition etc - 
the in-cabin experience has become a really 
important part of the driving experience. As 
such we are developing a technology that aims 
to cancel out noise. A key characteristic of an 
EV is that it’s very quiet in the cabin. Therefore, 
road noise may be more noticeable, so it’s 
important to develop a technology that can 
cancel that out and make a really immersive 
driving experience.

“Another megatrend is around range. People 
want more miles per charge, and the technology 
is rapidly advancing. It’s achieved, not only with 
the battery itself, but with the electronics that 
control it. Those electronics have to be very 
accurate so that every last bit of charge can 
be put into and taken out of the battery. This 
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reduces energy consumption overall, so it’s 
good for the consumer, good for the grid, and 
it’s a high focus area for us at ADI.”

Sustainability
Gracin added that sustainability is something 
that is inextricably linked to EVs. Regulations 
demand that sustainability is implemented both 
into the design and throughout the complete 
lifecycle of the EV. Consequently, there are 
many EU co-funded projects that are focusing 

on activities in the recycling area for example, 
where at least 50% of the battery packs need to 
be recycled. 

“However, we are definitely not doing enough,” 
added Gracin. “Up to 90% of the battery could 
be recycled, meaning you could reuse it several 
hundred times. There is also an issue regarding 
the mining of battery materials so this will have 
to be implemented into future designs.”

He also raised the issue of battery second life. 
Once they have served their purpose within 
the car, they can still be deployed in other 
applications such as fast charging stations – 
and some of the larger OEMs like Renault and 
Nissan are undertaking work in this area.

It is around sustainability that ADI’s wireless 

BMS technology comes into its own - not 
only because it eliminates the wire harness 
altogether, and all the manufacturing 
complexity associated with it, but it enables 
the battery pack to be designed in a modular, 
scalable way. This means that when the battery 
enters second life, those packs can be matched 
for a specific application and reconfigured in a 
way that makes sense. 

Morgan added: “The wireless BMS gives you 
not only the benefit of the wire weight and the 
flexibility, but also a different way to architect 
the battery pack. Wireless offers an advantage 
in the sense that you can have data follow the 
cell. Making accurate state of charge, state 
of health calculations at the battery cell and 
battery module level, wirelessly, gives you a lot 
of benefits in terms of being able to accurately 
predict the value of those battery packs for 
their second life application.

“There’s several ways that we think about 
sustainability as a technology innovator and 
provider, and we think about it from the point 
of view of an end-to-end system, supporting a 
circular economy. You have power coming into 
the grid, where it’s about supporting renewable 
energy. You have efficiency in the vehicle, where 
it’s all about getting every last bit of charge into 
and out of the battery (thanks to the electronics 
that we create). And then it’s about getting 
energy out of the grid - energy storage systems 
and vehicle-to-grid technologies that help 
balance the peak load - these are all important 
parts of the sustainability equation.”

Batteries included
The beating heart of any EV is of course the 
battery – both in terms of cost, weight and the 
packaging space within the vehicle. Therefore, 
any discussion around the future of EV 
technology has to incorporate the batteries and 
their various management systems.

Around 80% of Rimac’s efforts is dedicated 
to batteries, Gracin explained. However, he 
added that the chemistry, technology and 
design currently being used within EVs today 
has almost reached its limits, and as such 
a change in philosophy is required to see 
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improved performance. 

“For the last ten years not a lot has changed 
with regards to batteries,” he added. “The 
lithium air batteries and solid-state batteries 
we were discussing a decade ago are still 
being talked about now. If you take a look at 
the applications we are involved with, we are 
squeezing every little bit out of the battery. 
We are focused on performance, but we are 
reaching the limit of current designs, so a lot of 
innovation will have to happen in the future.”

Morgan continued: “From a technology and 
chemistry perspective, there are multiple 
chemistries that are being developed now - not 
only solid-state chemistry, but also there’s a 
movement back to zero cobalt. Some of these 
chemistries are new, some of them have been 
around for a while, but they’re proven, safe, low 
cost and are appropriate for certain segments 
of the market. 

“And as you start to look at the mass market, 
what we see is a need to support a whole range 
of different types of battery chemistry. That 
has an impact on us as a technology supplier, 
in terms of enabling the use of multiple types 
of battery chemistries so that the whole supply 
chain can operate efficiently.

“We also have the whole issue around battery 

second life, and we see a whole new set of 
ecosystem players that we are going to interact 
and partner with - recyclers, battery makers, 
and of course the OEMs themselves - all of this 
is becoming a pretty significant industry. If you 
multiply the number of EVs by the amount of 
lithium, it is by far the number one driver of the 
entire battery industry, so we see it as a very 
interesting and very dynamic sector.”

In conclusion Morgan highlighted that there 
is no question that the automotive industry 
is at an inflection point and that the future 
is electrified. And on top of that, he added 
that innovation is about people looking at 
problems differently. “As we go through 
the pandemic and adapt, perhaps that is 
bringing us together around some shared 
values which will enable us to aim towards an 
electrified future together - innovation and 
working together in partnership is really the 
foundation of that. ADI and Rimac is a great 
example of how we can continue to build more 
innovation for the future. 

“Finally, from a user perspective, if you haven’t 
done so already, get behind the wheel of an 
electric vehicle and go for a drive. You’ll see the 
difference; you’ll feel the difference. And it’s a 
great experience. And the technology is getting 
to a place where we’re going to start to see mass 
adoption of these vehicles.”
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Advanced Circuit Protection Solutions
for Connected, Autonomous Vehicles 

As the automotive industry moves forward with the concept of semi- and fully- 
autonomous vehicles, the diversity of complex and sensitive electronics-based 
systems increases significantly. For society, automation promises to make our roads 
safer, with fewer accidents, and to ease traffic congestion proactively. Mouser’s Mark 
Patrick explains.

Autonomy requires multiple 
high-performance interconnected 
sensors and subsystems to operate 

reliably and safely. The electrically 
demanding and noisy environment of an 
electric or hybrid vehicle complicates the 
potential technical challenges further. 
The potential for systems to disrupt the 
operation of other vital systems, from 
internal sources such as EMI, transients, 
and external influences, such as roadside 
C2X infrastructure is significant.

Advanced driver assistance systems (ADAS) 
form the bedrock of a vehicle’s autonomous 
capability, working together with more 
sophisticated and complex applications when 
fully autonomous. They also directly inform the 
driver of impending situations when operating 
in any semi-autonomous mode (Level 1 - Level 
3). The different automation levels of a vehicle 
are illustrated in Figure 1.

This article highlights the architecture of 
advanced autonomous vehicle sensing systems 
and the protocols and interfaces used to 
move data around a vehicle’s subsystems. We 
investigate the sources of interference and 
propose techniques to mitigate the impact 
such unwanted signals might have on a 
vehicle’s safe operation.

Systems architecture of an 
autonomous vehicle
In an autonomous vehicle, the electronic 
driver’s eyes and ears are a myriad of different 
sensors - see Figure 2. All are networked to a 
central computer system responsible for safely 
navigating the vehicle in any driving situation.

Sensors include long-range RF radar to detect 
vehicles, pedestrians, other moving objects 
a long distance ahead of the vehicle, and a 
video subsystem with a machine learning 
convolutional network to detect pedestrians, 

below: Figure 1. 
Vehicle automation 
levels, as defined 
by the Society of 
Automotive Engineers. 
(Source: SAE)
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road signs, and lane departure. Other sensors 
include a 360-degree video camera system for 
the vehicle’s situational awareness regarding 
surrounding moving or stationary objects. 
To precisely know the vehicle’s location at all 
times, a high-performance GNSS navigation 
yields centimetre-level positional accuracy and 
dead-reckoning capabilities when the vehicle 
enters urban canyons typical in cities or driving 
through tunnels.

Reliable and robust networking protocols 
CAN and Ethernet interconnect subsystems 
with an acceptable (<5ms) latency level. 
Increasingly, the trend for video and radar 
subsystems is that they also include machine 
learning inference engines to detect and 
classify objects at the point of detection rather 
than placing additional compute workload on 
the central system. This approach also reduces 
the real-time latency overhead, a critical 
design consideration for a vehicle moving 
at over 30m/s (70mph/112kph). Latency 
impacts timely decision making and prohibits 
using cloud connectivity for any real-time 
driving task. For example, a 4G cellular 
network has a typical round-trip latency of 60 
milliseconds and will travel 1.8 metres based 
on the above speed. FlexRay and LIN are two 
other automotive networking protocols in 
widespread use.

For the vehicle’s infotainment and video 
transmission requirements, HD BaseT is 
emerging as a viable networking protocol. 
Combining the best of HDMI and Ethernet, 
HDBaseT uses a single cable to converge audio, 
video, Ethernet, 100W of power-over-Ethernet 
(PoE), system controls, and USB. Optimised 
for use in different domains, the automotive 
protocol recommends using a single unshielded 
pair for linking devices up to 15m. Integrating 
the different transmission elements into one 
cable also saves considerable cable weight, 
installation labour, and material cost.

For an autonomous vehicle to operate safely 
and reliably, all the interconnected and 
interdependent systems need to operate 
continuously and faultlessly. If a sensor begins 
to fail or the subsystem monitoring circuitry 
detects sub-par performance, an immediate 
alert to the central computer to instigate a 
fail-safe stop must be issued.

Technical challenges and 
how to reduce their impact
The electronic sensors and associated 
subsystems utilise highly sophisticated 
analogue and digital components to function. 
Such devices are susceptible to disturbance 
from electrical transients, electromagnetic 

above: Figure 2. 
Advanced  
autonomous vehicle 
sensing systems. 
(Source Littelfuse)
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interference (EMI), and electrical static 
discharge (ESD). Transients occur on power 
supply rails due to fast dV/dt switching and 
create voltage spikes many times greater than 
the nominal supply voltage. High power electric 
motors and other inductive loads can cause 
rapid surge transients to occur during operation. 
The drive chain associated with an electric 
vehicle is undoubtedly a source of transients. 

However, smaller motors used for electric 
steering, comfort and body controls, and 
electric park brakes can also create significant 
transients. Transients can enter a subsystem 
either conducted along common power rails 
or be induced in adjacent cables such as those 
connecting sensors to the subsystems or the 
subsystems network connection to the central 
computer. Without adequate protection, 
transients can cause microprocessors to reset, 
to lock-up, or, in extreme cases, physically 
damage critical components.

Likewise, induced EMI can cause 
unpredictable and erratic system behaviour 
and can come from various sources, including 
wireless access points and smartphones. 
Again, protection is required to prevent EMI 
of a significant magnitude disrupting the 
operation of a critical system.

Static discharge is of enormous concern to 
sensitive electronic components. They need 
special handling throughout the supply chain 
and during production, but they also need 
protection in the end circuit. Like transients, 
static discharge causes massive voltage spikes 

and may result from a build-up of energy from 
road friction with rubber tyres and human 
contact with fabrics. Vehicles operating in 
regions of low humidity are also susceptible to 
static electricity.

Protecting an ADAS 
sub-system
Figure 3 highlights the major functional blocks 
of an ADAS communication and control 
subsystem, including the protection devices 
that should be employed. Each communication 
link (2, 3, 4, and 5) requires transient and 
ESD protection that suits each protocol’s 
electrical specifications and data rates. The 
fastest protocol is Ethernet, with a bit rate 
typically in the range of 100Mbps to 10Gbps. 
For high-speed differential Ethernet interfaces, 
the recommended ESD and transient surge 
protection methods include using a polymer 
ESD suppressor such as the AEC-Q200 
qualified Littelfuse AXGD Xtreme-Guard series.

Figure 4 illustrates where an AXGD series 
device is placed in the Ethernet connection 
from a differential twisted pair to the Ethernet 
PHY. With a fast response time and capable 
of absorbing up to 50A transients up to 30kV, 
the AXGD series protects a differential pair in 
a single package. Also, with an extremely low 
capacitance value, the ESD protection does not 
impact Ethernet data rates up to 1Gbps.

For the CAN transceiver interface, diode 
arrays are recommended for protection 
from fast transients and ESD. Figure 5 

right: Figure 3. ADAS 
Communication and 
Control Sub-system 
and the need for 
protection devices. 
(Source: Littelfuse)

DESIGNAUTOMOTIVE
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left: Figure 4. 
Functional block 
diagram illustrating 
a polymer ESD  
protection device 
for an Ethernet 
transceiver. (Source: 
Littelfuse)

left: Figure 5. ESD 
Protection of a CAN 
bus transceiver using 
an AEC-Q101 qualified 
Littelfuse AQ3400 
diode array. (Source: 
Littelfuse)

illustrates the use of a diode array, the 
Littelfuse AQ24CANA series. Another 
example of a zener diode-based transient 
voltage suppression (TVS) diode includes the 
Littelfuse SZ1SMB series 600W TVS diode. 
Ideally used in power supplies such as Item 1 
in Figure 3, the SZ1SMB series has excellent 
clamping capabilities, a fast response time, 
and can absorb high surge transients.

Standards 
When selecting transient and ESD components 
to protect automotive electronic systems, an 
appreciation of the applicable international 
standards is recommended - the three most 
essential ISO standards, ISO7637-2, ISO16750-2, 
and ISO10605:2008. In addition to these 
standards, the Automotive Electronics Council 
(AEC) devised a series of quality standards 
that define the mechanical, electrical, and 

environmental stress criteria for components 
used in automotive electronic systems. Relevant 
standards include AEC-Q101 for discrete 
components such as semiconductors and diodes 
and AEC-Q200 for passive components such as 
capacitors, resistors, and inductors.

Conclusion
Protecting the electronic systems of 
autonomous vehicles from the effects of 
transients, EMI, and ESD is paramount to 
ensure continuous, reliable, and faultless 
operation. Autonomous vehicles promise to 
significantly reduce traffic congestion and 
make our roads safer for drivers, passengers, 
and pedestrians. With the use of surge and 
static protection components, designers will 
have the confidence that their systems will 
be robust enough to survive any unwanted 
electrical disturbances.

DESIGNAUTOMOTIVE
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Ensuring Software Quality in 
Advanced Driver Assistance Systems 

Advanced Driver Assistance Systems (ADAS) have an important role to play in 
ensuring the safety of modern vehicles - to help remove the human errors that cause 
the majority of road accidents (94% according to the National Highway Traffic Safety 
Administration). Jill Britton, Perforce Software, explains.

The benefits of ADAS may be 
undermined by cyber attacks, if 
the software that they depend on 

contains weaknesses and errors that can 
lead to performance issues, malfunctions, or 
vulnerabilities. The majority of issues that 
lead to software vulnerabilities occur during 
development, which is why it is essential 
to ensure that the creation of software 
involved in ADAS is as safe, secure and 
reliable as possible.

Already commonplace in many passenger 
and commercial vehicles, ADAS provides 
a human-machine interface for early 
warning and automated systems, including 
automatic braking systems (ABS) and 
adaptive cruise control (ACC). Other 
ADAS components and features are 
available as add-ons, including automatic 
parking, blind-spot monitors and collision 
avoidance monitors.

To ensure that ADAS can operate safely 
and reliably, they must be developed in 
accordance with appropriate functional 
safety and security standards, which require 
coding standards to be enforced. Together, 
these two types of standards give developers 
essential guidance during the software 
development process, helping them to 
ensure compliance and the creation of a 
high quality product.

The role of coding standards
Achieving compliance with functional 
safety and security standards can be 

challenging. ADAS and other automated 
driving functions are primarily software 
driven. Therefore, the software compliance 
requirements of these standards are 
particularly important.

Most functional and safety standards suggest 
the use of coding standards to enforce good 
programming practices. A well-documented 
and enforceable coding standard is an 
essential element of coding. Coding standards 
encourage developers to follow a uniform set 
of rules determined by the requirements of 
the project and organisation rather than by 
their individual preferences.

Coding standards are necessary, as 
programming languages - such as C and C++ 
- contain features that can result in critical or 
unspecified behaviour. This can greatly increase 
the risk in all systems, but particularly in ADAS 
where there is a high level of innovation.

In ADAS, it is especially important to consider 
‘what might happen’ and therefore defensive 
implementation techniques should be used. 
For example, considering the possibility of 
tainted data.

Most coding standards are based on years of 
experience and extensive understanding of 
the language, so that the resulting guidelines 
will highlight areas of concern and educate 
developers.

Both security and safety functional standards 
recommend the use of static analysis tools to 
enforce coding standards and most coding 
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standards specify that these tools should be 
used to prove compliance.

Applying coding standards - particularly if it is 
supported by the use of a static analyser - will 
enable developers to produce software that is 
compliant, safe and secure. 

Key standards for ADAS 
development
The automotive industry has always been at 
the forefront of mandating the use of coding 
standards. Some of the best known are 
developed by MISRA, which provides software 
coding guidelines for the development of 
safety critical systems written in C and C++. 
Originally created for the automotive industry, 
MISRA C and MISRA C++ are now widely 
used across other safety critical industries. In 
addition, MISRA C has also been extended for 
use in the security field.

However, as MISRA C++ has not been 
updated for several years, AUTOSAR C++14 
was introduced to address the requirements 
of more modern C++ development 
environments, including ADAS and 
autonomous vehicles. It encompasses the best 

guidelines from existing C++ coding standards, 
which were based on older versions of C++ and 
provides additional rules for C++14. AUTOSAR 
C++14 has now been passed over to MISRA 
and will form the basis of a new MISRA C++ 
standard for C++17.

It is essential that ADAS development 
follows the processes required for the 
functional safety standard, ISO 26262. This 
applies to electric and electronic systems in 
vehicles - including ADAS components. The 
standard covers the lifecycle of automotive 
equipment and systems, with specific steps 
for each phase.

Integral to ISO 26262 are Automotive Safety 
Integrity Levels (ASILs) that measure 
the level of risk within equipment and 
components. The more complexity involved, 
the greater the risk of failure. Therefore, 
with the volume of ADAS growing, ASILs 
will play an even more important role in the 
future of automotive design.

Security, and particularly cyber security, is 
essential for ADAS. CERT C, C++ and Java 
are coding standards focused on secure 
coding. The guidelines that identify software 
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security vulnerabilities are developed on a 
wiki and coordinated by the CERT division 
of the Software Institute at Carnegie 
Mellon University. The standard is less 
restrictive than those that concentrate more 
on safety but will still result in secure and 
robust systems. CERT’s coding standards 
are being widely adopted in all industry 
sectors including automotive and, due to the 
security focus, are particularly relevant for 
systems like ADAS.

SOTIF (ISO 21448) is a functional security 
standard that complements ISO 26262 

and is important for ADAS development. 
It covers malfunctions not resulting from 
system failure and those from technical 
shortcomings caused by the original 
design. The standard provides guidance 
on the design, verification and validation 
measure to achieve ‘safety of the intended 
functionality’ (SOTIF).

An example of this may be measuring design 
requirements for sensor performance, which 
is highly relevant to ADAS. SOTIF applies 
where proper situational awareness is critical 
to safety, particularly emergency intervention 
systems such as emergency braking. However, 
SOTIF only covers faults that are not covered 
by other standards and is not intended for 
existing functions, such as dynamic stability 

control (DSC) systems or airbags.

In the future, it is expected that ADAS 
development will have to comply with ISO/
IEC 21434. Currently under development 
and expected to be published sometime 
in 2021, ISO/IEC 21434 – ‘Road vehicles - 
cyber security engineering’ - focuses on 
cyber security risks of electronic systems 
within road vehicles. It aims to ensure 
that cyber security considerations play a 
central role throughout a vehicle’s lifecycle 
from design to decommissioning. With a 
comprehensive approach to implement 
safeguards across the supply chain, the 
standard will apply to all electronic 
systems, components, software and 
external connectivity.

ISO/IEC SO 21434 is needed because with 
greater connectivity within vehicles, including 
many ADAS components and systems, 
the potential for cyber attacks increases. 
Current safety critical functional safety 
standards are not sufficient on their own to 
cover these risks. When the requirement to 
comply with ISO/IEC 21434 is introduced, 
automotive manufacturers and suppliers will 
need to encourage a cyber security culture 
with everything designed with security 
considerations right from the start. They will 
also need to demonstrate due diligence in the 
implementation of cyber security engineering, 
including in their supply chain.

Best practice for ADAS 
development
While functional safety and security standards 
as well as coding guidelines provide a 
framework to produce a safe and secure 
system, their successful implementation 
depends on several factors.

There should be a disciplined development 
process in place. Often both the functional 
and coding standards will be specified, 
but - if possible - the teams involved in 
the development should be involved in the 
selection process of supporting tools as 
well. This encourages developers to buy-in 
to the enforcement of the standards rather 
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than resisting. 

In addition, developers should be trained in 
the programming language(s), the coding 
guidelines and the tools being used to ensure 
that they have the necessary understanding to 
produce high quality, safe and secure code. 

The use and implementation of tools should 
be encouraged over manual processes. For 
example, a static analysis tool can detect 
thousands of defects very quickly and 
accurately, but it cannot determine the 
intended purpose of the software. Therefore, 
by first using a static analyser, developers 
can spend their valuable time reviewing the 
functionality of the software to determine if it 
meets the requirements rather than inspecting 
code for violations of the coding standard or 

the style guide.

Static code analysis can be performed 
both on the desktop before the developer 
‘commits’ it to the version control system, 
and as part of Continuous Integration (CI) 
to where the whole project is reviewed. This 
means that static code analysers fit well into 
environments that are led by DevOps, an 
approach that is increasingly being used in 
electronics markets.  

As the number of ADAS components and lines of 
code in each component in vehicles continues to 
increase, the overall complexity keeps escalating. 
For any organisations involved in the creation 
of future-facing automotive software, now is a 
good time to review - and if necessary - update 
strategies for functionality safety and security. 

Win a Microchip SAM IoT WG Development Board 
The SAM-IoT WG Development 
Board features the SAMD21G18 
Arm Cortex-M0+ based 32-
bit microcontroller (MCU), an 
ATECC608A CryptoAuthentication secure 
element IC and the fully certified ATWINC1510 
WiFi network controller, so you can quickly and 
easily connect your embedded application to 
Google’s Cloud IoT core platform.

The on-board debugger allows you to program 
and debug the MCU without any additional 
hardware. Use the mikroBUS sockets to expand 

your design with your choice of MikroElekronika click Boards. The SAM-IoT WG development board is a 
small and easily expandable demonstration and development platform for IoT solutions.

Out of the box, the MCU comes preloaded with firmware that enables you to quickly connect and send 
data to the Google Cloud Platform. Once you are ready to build your own custom design, you can easily 
generate code using the free software libraries in MPLAB Harmony v3. The SAM-IoT WG Development 
Board is supported by MPLAB X IDE.

For your chance to win a Microchip SAM IoT WG Development Board or receive a 20% off voucher, 
including free shipping, visit https://page.microchip.com/ES-D-SAM-IoT.html and enter your details in the 
online entry form.

Reader  
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The Earth’s population has rocketed upwards over the last few decades, rising from 
four billion in the mid-1970s to almost double that figure today. At the same time the 
land resources available for food production are being placed under threat, due to 
global warming and increasing urbanisation (as well as competition for space with 
biofuel crops). Patrick Hooijen, Product Development Manager, TTI, investigates.

Powering Next Generation 
Horticultural Illumination Systems 

In its most recent report on the subject, 
published last summer, the World Health 
Organisation (WHO) estimated that 

there are 820 million people globally who do 
not have adequate food intake (with Africa, 
Asia and Latin America being the regions 
that are most hard hit by the problem). This 
figure has risen for three years in a row, and 
is predicted to continue on that trajectory 
in the years ahead. With food shortages 
only likely to become more acute, there is 
a real need to harness technology - so that 
production is better able to keep pace with 
ever rising expectations.

The use of artificial lighting in a horticultural 
context could be pivotal in helping society 
to address the impending food crisis. Market 
analysis undertaken by P&S Intelligence has 
led to projections that by 2030 the worldwide 
horticultural lighting business will have a total 
worth in excess of $20bn annually. That is an 

eight-fold increase on what it is today. 

Artificial illumination can supplement 
natural light in greenhouses, or it can replace 
it altogether in so-called ‘vertical farms’. As a 
consequence, food production can be placed 
closer to where the demand is (i.e. near to 
the cities themselves, rather than having 
to ship it in from long distances away). 
Large quantities of crops may be grown 
in installations that cover only a relatively 
small acreage. Crop growth cycles can be 
accelerated and yields increased.

A constant light output may be delivered 
through luminaires (running continuously 
24 hours every day) - one that is not subject 
to either seasonal variations (throughout the 
year) or diurnal variations (over the course of 
the day). This means that there can be multiple 
harvests each year, rather than just one - which 
in turn will generate greater revenues for 
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the operation. Crops are no longer exposed 
to extreme weather events that might result 
in them being killed off, but are kept in a 
protected and well regulated environment 
(where parameters such as temperature and 
humidity are much easier to moderate).

Solid state illumination
At first these activities relied on xenon, metal 
halide and high pressure sodium (HPS) 
lamps, but advances in optoelectronics 
have led to these lamps being supplanted 
by LED-based luminaires. Moving to solid 
state technology has helped to reduce the 
power budget involved, as well as lengthening 
operational longevity. Furthermore, the 
illumination systems now have far higher 
degrees of flexibility - as the constituent LEDs 
can be controlled better. This has allowed 
light intensity to be increased or decreased 
in particular areas (based on feedback from 
sensors), and also the wavelengths emitted to 
be adjusted. 

The light used in horticulture applications 
needs to occupy the photosynthetically active 
radiation (PAR) band of the electromagnetic 
spectrum. This spans from 400nm to 700nm. 
Any incident light outside this band will have 
no effect on crop growth (and may actually just 
add to an unwanted build-up of heat). It should 
be noted that some crops will respond better to 
certain incident wavelengths than others. 

Also at different points in a crop’s development 
cycle, changes to the optimal wavelength will 
be experienced. During the early stages, blue 
light will help with root development and initial 
growth. Then in later stages it will be advised 
to shift to red light wavelengths, so as to build 
up greater mass. This is another reason why 
solid state lighting is of such value, since it is 
possible for the colour mix to be adjusted as 
requirements dictate.  

By having exact control of the incident 
light’s spectral output, the peak wavelength 
of the LEDs being specified to match up 
with wavelengths will maximise yield in that 
particular crop. The light wavelengths utilised 
can, however, go beyond influencing crop 

growth rate. They can also have an effect on 
the nutritional value of the harvested crop, its 
colour and its flavour. Therefore, greenhouse/
vertical farm management may look to alter 
this parameter for these reasons.

As LEDs radiate less than conventional bulbs, 
they can be positioned nearer to the crop too 
(without having a detrimental effect on the 
plant’s growth). The upshot of this is that 
greater crop densities can be witnessed, with 
the planting bed platforms in vertical farms 
being stacked tighter together. It also 
enables intra-canopy lighting, 
so the luminaires 
can be 
in close 
proximity 
to the 
places 
in larger 
plants that 
need more light 
(such as where the 
fruit is developing), 
thereby preventing 
foliage from getting in the 
way (and causing excessive shading).

Powering the luminaires 
Though LED technology has kept on 
progressing, from a power perspective very 
little has actually changed in over a decade - 
and now this is really holding things back. The 
current arrangement used in horticultural 
lighting systems is that each of the luminaires 
has its own separate driver unit to supply it 
with power. As we will see, this is becoming an 
increasingly outdated and impractical way of 
doing things. 

This distributed power topology heightens the 
overall intricacy of the lighting infrastructure 
- as separate control systems are needed for 
each luminaires’ power source, along with 
the cabling to accompany it, etc. This all 
adds substantially to the installation costs 
involved. Beyond the electrical aspects, there 
are mechanical ones to consider too. Firstly, 
greater HVAC apparatus needs to be included 
for thermal management purposes (in order 

above: Example of an  
Artesyn iHP rack
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to dissipate the heat generated by each of the 
drivers). Secondly, the overhead infrastructure 
has to be much stronger (so that it can cope 
with the weight of each deployed driver unit 
plus its cabling). 

Not only does all this raise the initial capital 
costs involved, it also increases the complexity 
of installation work (which will likewise add 
to the associated expense). The heat losses 
from the individual drivers (which were just 
mentioned) will result in an increase in the 
system’s electricity consumption (and thereby 
raise utility bills). Furthermore, the level of 
maintenance/servicing needed to support this 
arrangement can potentially be crippling - as 
there are too many elements encompassed 
within the system. What is really needed is a 
much more streamlined approach.

Horticultural operations are now looking for 
an alternative method for delivering light to 

their crops in a more cost-effective manner. 
What they need is a radical new design 
concept that eliminates the disadvantages 
of the hardware-heavy distributed power 
topology. Through discussions with TTI, they 
are learning about the merits of ‘ditching the 
driver’ - and employing a topology where power 
is directly supplied to all the luminaires from a 
single centralised source.

The game-changing Artesyn Embedded Power 
iHP intelligent power systems, which are 
available via the TTI distribution network 
and supported by highly experienced field 
application engineers, will be pivotal here. 
By leveraging these, the global horticulture 
business will now be able to bring in economies 
of scale that simply were not possible before.

iHP racks can be built up in convenient 
3kW increments, with just a single 24kW 
rack able to replace 40 600W luminaire 

above: The  
conventional  
distributed power 
topology used in  
horticultural lighting

Below: Centralised 
power topology using 
iHP
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driver units. Multiple iHP racks can 
be incorporated into cabinets, thereby 
presenting a solution for which it is easy to 
ramp up the capacity. This can reach into 
the MW bracket for some deployments.  

By having a large centralised power source to 
deliver the current needed by the luminaires, 
it is possible for a series of major operational 
advantages to be derived. Since the power 
source that is driving the luminaires is outside 
the environmentally-controlled growth area, 
it doesn’t have any impact on the ambient 
conditions. Therefore, the need for thermal 
management and other related mechanisms 
that will add to the overall bill-of-materi-
als costs is avoided. There will be far less 
potential points of failure - which translates 
into improved reliability and also means that 
ongoing maintenance costs can be curbed 
significantly. The removal of individual drivers 
and use of lighter cabling allows for less sturdy 
infrastructure to be implemented.   

Conclusion
As LEDs run a lot cooler and for a lot longer, 
their appeal to the horticultural industry is 
growing rapidly. Nevertheless, the way that 
solid state illumination systems are currently 
orchestrated is far from ideal. It requires 

too much hardware, and that has serious 
implications in terms of CAPEX, OPEX and 
system reliability. This is, in some cases, 
preventing projects that could help ease the 
global food crisis from actually going ahead 
- as the investment involved means they 
simply won’t be able to get to a point where 
they are profitable.  

In such a competitive market, where margins 
are tight, any possibility for lowering the 
associated spend can really help. The 
centralised lighting topology proposed 
here allows the total cost of ownership to 
be markedly reduced when compared to 
conventional distributed lighting. This means 
that large horticultural installations, which 
would have otherwise lacked economic viability, 
can now be embarked upon.

Through a combination of the innovative 
technology from Artesyn and the application 
knowledge available to the TTI team, system 
integrators can get all the support they need 
in implementing centralised horticultural 
lighting systems. As more expansive 
greenhouse and vertical framing operations 
start to be constructed, the attractiveness of 
this architectural arrangement will continue 
to gain traction.

left: A modern 
industrial scale 
greenhouse
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Increased Intelligence at the IoT Edge
As IoT applications become more complex, designers of IIoT endpoints are being 
asked to accommodate more complex computing at the edge. Edge computing on 
endpoint sensor data is a practical way to reduce network bottlenecks to the IIoT 
hub. This reduces network traffic while also reducing the computational load at 
the main hub processor. However, the approach has its drawbacks, as Rolf Horn, 
Applications Engineer at Digi-Key Electronics explains.

For example, a common IIoT 
edge application is processing 
of periodic analogue-to-digital 

converter (ADC) sensor data. For 
high-precision analogue data, the 
mathematical processing, interpretation, 
and interpolation of hundreds of ADC 
data points can significantly load the edge 
host processor, potentially impacting 
the performance of the whole network. 
In addition, high-accuracy ADCs can 
require self-calibration to be performed 
in the firmware of the IoT endpoint’s host 
microcontroller, which can delay all edge 
processing until the calibration is complete.

This article will show developers how to use 
precision analogue microcontrollers from 
Analog Devices as smart ADC peripherals. 
It will explain how the features of these 
analogue microcontrollers make them 
applicable for use as single-chip data 
acquisition systems, that easily interface 
to the IIoT endpoint microcontroller, and 
can perform edge processing functions 
such as ADC data point processing and 
self-calibration, with no performance impact 
on the main endpoint microcontroller.

Why process analogue 
sensor data at the edge?
As IIoT systems are becoming more 
complex, so too is the data they need to 
process. For industrial control applications, 
valves and some motors are moving from 
open-loop to closed-loop systems where 
precision analogue sensors must detect 
minute valve or motor positions. For 

process control applications, increased 
processing has led to faster production lines 
and finer control of temperature, pressure, 
and actuators in the system.

In process control, the speed of the line 
(the process) is mostly dependent upon 
two factors: the mechanical ability of 
the machines and systems on the floor, 
and the efficiency of the IIoT networks 
that control the sensors and actuators 
in the machines and systems. In some 
cases, small improvements in the process 
can lead to increased production, but 
these improvements can be hindered by 
bottlenecks in the IIoT network. These 
bottlenecks can be reduced by performing 
more processing at the edge.

Edge processing at the IIoT endpoint is 
especially beneficial for processing analogue 
signals. Processing analogue data can be 
simple during the early stages of the IIoT 
development, but scalability is an issue: 
later improvements can lead to increased 
complexity of calculations. Sending all the 
raw analogue data over the network increases 
network traffic and processing all that data at 
the network hub processor takes up valuable 
compute time. For this reason, processing the 
analogue data at the edge is a practical way to 
make the network more efficient.

Use smart ADCs to process 
analogue data at the edge
Edge processing of hundreds of samples of 
ADC data can easily overwhelm the main 
microcontroller in the IIoT endpoint. For 
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complex analogue sensors it’s a smart design 
decision to have an external ADC that also 
has its own processing capabilities. This 
not only takes a significant load off the IIoT 
endpoint microcontroller, but also makes 
self-calibration of the ADC easier.

For high-performance capture and processing 
of ADC data, Analog Devices has a line 
of precision analogue microcontrollers. 
The ADuCM360BCPZ128-R7 precision 
analogue microcontroller uses an Arm 
Cortex-M3 to control two 24-bit sigma-delta 
ADCs (Figure 1). The ADCs are capable of 
capturing 4 kilo-samples per second (kSPS) 
of analogue sensor data. The ADuCM360 
also has a 12-bit digital-to-analogue converter 
(DAC) for generating accurate voltages for 
self-calibration. The microcontroller can 
operate from 1.8 to 3.6V and contains an 
internal 32 kilohertz (kHz) oscillator and 
an internal 16 megahertz (MHz) oscillator, 
reducing component count in space 
constrained systems.

The ADuCM360 has 128 kilobytes (Kbytes) 
of flash memory and 8 Kbytes of SRAM. A 
significant advantage of the ADuCM360 
is that the flash memory locations can be 
written to directly, similar to writing to 

SRAM. This allows the firmware developer 
to easily partition blocks of the flash memory 
as program memory and also as EEPROM. 
In a data acquisition system, this allows the 
EEPROM partitioned blocks to be used to 
store ADC calibration data.

The flash supports direct 32-bit erase and 
writes (16-bit and 8-bit erases and writes 
are not supported). The ability to write 
32-bits at a time saves significant power in 
battery-powered applications, as flash write 
and erase operations draw a lot of current. 
This is a significant low-power advantage over 
flash microcontrollers that can only write and 
erase one block or page at a time.

The flash memory also supports conventional 
flash erase commands such as page erase, 
and mass erase of the entire flash memory 
array. With these capabilities, developers can 
easily write subroutines that can update the 
firmware based on commands sent over the 
serial port from the host microcontroller 
in the IIoT endpoint. This is important: 
if the ADuCM360 was unable to easily 
update its firmware through a serial port, it 
would severely limit its flexibility in a data 
acquisition system, as the capability to update 
the firmware controlling the ADC is just as 

left: Figure 1. The 
Analog Devices 
ADuCM360 is a  
complete low-power 
data acquisition 
system on a chip with 
an Arm Cortex-M3 
core, two 24-bit 
sigma-delta 4 kSPS 
ADCs, and a 12-bit DAC. 
(Image source: Analog 
Devices)
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important as the ADC itself.

An efficient single-chip data 
acquisition system
Both 24-bit ADCs are connected to an 
input multiplexer that supports a total of 11 
single-channel or six differential inputs. There 
are four internal channels that can monitor 
the internal temperature sensor as well as 
monitor the output of the 12-bit DAC, and an 
internal low-drift bandgap reference. These 
can be used to perform a self-calibration of the 
ADCs. The DAC can be programmed to output 
a series of voltages which can be read by each 
of the ADCs. The ADCs can also sample the 
internal bandgap reference voltage. Firmware 
can process these readings so the ADCs can 
be calibrated over temperature, and the 
calibration constants stored in the EEPROM.

When used as a single-chip data acquisition 
system, the ADCs can be programmed to 
take continuous samples of analogue data as 
fast as 4 kSPS. An 11-channel direct memory 
access (DMA) controller can transfer that 
data to SRAM. Firmware can then apply the 
calibration constants stored in EEPROM to 
modify the data and correct for temperature if 
necessary. Firmware can then process the data 

as required by the application while the DMA 
transfers additional ADC data to SRAM.

Once data processing on the stored ADC data 
is complete, the result can either be sent to the 
serial interface to be transferred to the IIoT 
endpoint microcontroller, or if multiple data 
samples need to be transferred, the DMA can 
bulk transfer the data to the serial interface. 
In this manner, an efficient data acquisition 
system can sample and DMA transfer one set 
of ADC data to SRAM, process a second set 
of ADC data, and DMA transfer a third set 
of ADC data to the serial interface, all at the 
same time.

The analogue input signals can be amplified 
with a programmable gain amplifier (PGA) 
that can be set to powers of 2, supporting gain 
values of 2, 4, 8, 16, 32, 64, and 128. This allows 
the amplification of very small voltages for 
more accurate ADC sampling.

While additional features include a 16-bit 
six-channel pulse width modulation 
(PWM), 19 general purpose I/Os (GPIOs), 
two 16-bit general-purpose timers, a 32-bit 
wakeup/watchdog timer, and an external 
interrupt system, it’s important to keep the 
application firmware focused on supporting 

right: Figure 2. The 
ADuCM361 is a  
complete data 
acquisition system on 
a chip, similar to the 
ADuCM360 except it 
has one 24-bit sigma 
delta ADC. This saves 
cost and power in 
applications that 
do not require the 
performance of two 
ADCs running  
simultaneously. 
(Image source: Analog 
Devices)
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its main purpose of ADC capture and data 
processing. Tasking the ADuCM360 to 
perform additional functions not related 
to its main purpose of analogue data 
capture can easily lead to feature creep that 
interferes with that purpose, while also 
complicating firmware updates.

Ultra-low-power features 
and characteristics
Despite the high-end analogue features of 
the ADuCM360, it is still capable of low 
power consumption under high performance 
conditions. In normal operating mode, the 
Cortex-M3 core draws just 290 microamperes 
(µA)/MHz. With a system clock of 0.5MHz, 
both ADCs taking samples, all timers running, 
and a PGA gain of 4, when accessed from 
the SPI interface, the microcontroller draws 
only 1 milliamp (mA). This is with the input 
buffers off, as the buffer voltage storage 
adds to the power drain. When in hibernate 
mode with only the wake-up timer running, 
the microcontroller draws a mere 4µA. This 
makes the ADuCM361 appropriate for battery 
powered IIoT endpoints.

For less complex applications that do not 
require the speed of two ADCs, Analog 
Devices offers the ADUCM361BCPZ128-R7, 
which is the same as the ADuCM360 except 
it has only one sigma-delta 24-bit ADC 
(Figure 2).

In applications that do not require the high 
performance of having two 24-bit ADCs 
running at the same time, the ADuCM361 
lowers system cost and board power 
consumption. The single ADC is also 
connected to an input multiplexer that 
supports a total of 11 single-channel or six 
differential inputs. It can also self-calibrate 
using the 12-bit DAC, internal bandgap 
reference, and temperature sensor.

The ADuCM361 is pin compatible with the 
ADuCM360. This allows a single PC board 
layout to be used for both products. This 
simplifies product development and bill 
of materials (BOM) as an IIoT endpoint 
manufacturer can use one PC board for 

two or more products.

Data acquisition system 
development
For product development, Analog Devices 
provides the EVAL-ADuCM360QSPZ 
evaluation kit (Figure 3). The evaluation board 
can interface to analogue sensors or external 
voltage sources for firmware development 
of the ADuCM360 and ADuCM361 analogue 
microcontrollers.

The evaluation kit is accessed by a host 
computer running Windows via a USB port. 
This allows the on-board ADuCM360 to be 
programmed with target firmware for testing 
and debugging. The EVAL-ADuCM360QSPZ 
has all pins of the ADuCM360 available on 
the PC board, including the serial I/O, so the 
eval board can be interfaced via I2C, SPI, or 
UART to a host microcontroller for real-time 
debugging. The host Windows computer 
can log the ADC data and can also debug the 
accuracy of the self-calibration routines.

Conclusion
Many IIoT endpoints used for high-end 
analogue applications such as process control 
need to do more edge processing on analogue 
sensor data captured using ADCs. The amount 
of ADC data and the complexity of the edge 
processing can overwhelm the IIoT endpoint 
main microcontroller. The main endpoint 
microcontroller can instead interface via a 
serial port to an analogue microcontroller 
that is a self-contained data acquisition 
system. This increases the performance of 
the endpoint and reduces network traffic, 
resulting in a more efficient IIoT network.

below: Figure 3. 
The Analog Devices 
EVAL-ADuCM360QSPZ 
evaluation kit 
allows evaluation 
of the ADuCM360 and 
ADuCM361 analogue 
microcontrollers. It 
can directly interface 
to external analogue 
sensors and can be 
managed by a USB  
connection. (Image 
source: Analog 
Devices)
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IOT DEVICE SECURITY CHALLENGES 
Joe Lomako, Business Development Manager (IoT) at TÜV SÜD, explains how to 
identify cyber weaknesses and mitigate against them.

As devices, systems and processes 
become increasingly digitalised and 
interconnected, the Internet of Things 

(IoT) opens a wealth of opportunities for 
manufacturers and designers of products 
such as consumer electronics, connected 
wearables, home automation and connected 
health. However, these same technologies 
also present cyber weaknesses, as criminals 
seek out opportunities to hack into critical 
infrastructure. We are increasingly finding 
that there is sometimes a perception that 
because a system is complex that it is 
automatically secure. That is unfortunately 
not always the case. 

A report from Make UK revealed that 60% of its 
members have been subject to a cyber security 
incident, almost a third of whom suffered some 
financial loss or disruption to business as a 
result. Forty-one percent of manufacturers 
went on to report that they have been asked 
by customers to demonstrate or guarantee the 
robustness of their cyber security processes.

Industry 4.0 (I4.0) systems include various 
components, such as cyber-physical systems, 
cloud computing, edge computing and Artificial 
Intelligence (AI). But, usually there is some 
physical component or sensor (usually many 
hundreds or thousands) which will be part of 
the system, often referred to generically as an 
IoT device. These components and sensors 
connect industrial systems to each other 
and are the interface to the outside world – 
continuously collecting data.

Although these components and sensors could 
be regarded as the strength of any given system, 
it is entirely possible that it could conversely 
also be its Achilles heel. According to a report 
from Kaspersky Lab earlier this year, half of all 
industrial control system networks have faced 

some form of cyber attack. Some connected 
devices lack the appropriate cyber robustness 
to prevent attacks and this, coupled with the 
fact that some control systems could be using 
outdated or bespoke operating systems or 
software, increases cyber attack vulnerability.

Setting the standard
The introduction of the NIS Directive (security 
of network & information systems) in Europe is 
intended to improve this situation, but uptake 
is slow, as is the introduction of the standards 
required to assist in improving cyber security. 
However, standards do exist or are being 
developed by international organisations aimed 
at providing baseline protection, which would 
help to deliver basic security provisions as a 
first line in cyber defence. Examples include, 
not having default passwords or ensuring that a 
device’s software can be updated ‘over the air’. 

Globally accepted standards provide a basis 
for mutual understanding and create an 
effective medium for communication. If 
all stakeholders are working to the same 
standard, this promotes interactivity and 
interoperability. Standards in IoT though apply 
to many different areas and disciplines, but 
two important areas are protocols and security. 
The protocol standards are developed so that 
technologies from different manufactures can 
interoperate and communicate. For example, 
two Bluetooth headsets from different 
manufacturers can both communicate with 
ease to the same mobile handset because 
they have followed the same standards. 
Standardisation in cyber security sets a baseline 
for applying the same set of rules to determine 
a basic protection provision and a means of 
assessing threat resilience.

The European Union’s Cybersecurity Act - 
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Regulation 2019/881 is already in place and has 
two main objectives. Firstly, strengthening the 
mandate of the EU Agency for Cybersecurity 
(ENISA), which contributes to cyber policy; 
enhances the trustworthiness of products, 
services, operational co-operation; and 
promotes knowledge. Secondly, it aims to 
establish an EU-wide cyber security framework.

As for impending legislation, in Europe it 
is likely that the product scopes relating to 
cyber security will be mandated in the Radio 
Equipment Directive. While this is currently 
being reviewed, the most likely approach will be 
to require that radio equipment incorporates 
safeguards that ensure the personal data 
and privacy of the user and subscriber are 
protected, and that radio equipment supports 
certain features ensuring protection from 
fraud. It would also mean that radio equipment 
would need to support features that ensure 
that software can only be loaded into the 
radio equipment once the compliance of the 
combination of the radio equipment and 
software has been demonstrated.

Two important documents that specifically 
relate to IoT devices are Guidelines document 
NIST.IR 8259 (US) and Draft Standard EN 303 
645 (EU). The Draft EN 303 645 covers only 
consumer products, whereas the scope of NIST.
IR 8259 is not confined to consumer products 
and its general principles can therefore be 
applied to help demonstrate a baseline of cyber 
security protection for any IoT product. So, it 
follows that it can also apply to I4.0 industrial 
products. California and Oregon have recently 
introduced legislation on IoT security, of which 
the NIST.IR 8259 could be used as a guide to 
demonstrating compliance.

The scope of the Draft EN 303 645 standard is 
aimed only at consumer IoT devices, so is not 
applicable for industrial products, although 
the general principles therein can certainly be 
applied generically to afford some modicum of 
protection as part of a tailored risk assessment.

Although legislation has yet to be introduced 
in Europe, assessment can still be performed 
using the Draft EN 303 645 standard. An 
accompanying document, TS 103 701, is also 

in development and expands on the test 
methodology to be used. These are by no 
means complete and could be changed or 
even replaced as legislation is implemented, 
but they are certainly an excellent starting 
point to help manufacturers prepare for 
impending legislation.

As the UK leaves the EU, it is preparing 
legislation that is presently being reviewed 
after a recent public consultation. It is very 
possible this could be mandatory within the 
next six to 12 months. The actual security 
requirements being considered are derived 
from the EN 303 645 standard but initially are 
limited to three security requirements:

• A ban on universal default passwords in 
consumer smart products.

• The implementation of means to manage 
reports of vulnerabilities.

• Transparency as to how long a product 
will receive security updates.

However, the Government has noted that 
they may introduce further requirements at a 
later date if required.

There are other existing standards which are 
aimed at improving security from network 
infrastructure to devices. For example, it is 
possible that an industrial IoT device could 
be certified under the IEC 62443 series of 
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standards, as part of a larger installation. 
This standard series addresses security for 
industrial automation and control systems 
(IACS). While it has a mix of process, quality 
and technical requirements, this standard 
series is generally applied to systems rather 
than individual products.

Taking responsibility
Although it may seem that the standards 
do not cover everything, they do at least 
offer that first line of defence. However, 

manufacturers should also consider their 
own cyber security programmes as there are 
other options outside the present standards 
landscape. This includes more stringent, 
bespoke testing or ‘penetration testing’, 
which could identify deeper and more serious 
threats to a machine and the IoT system 
within which it sits or is supported. It is 
also vital to think ‘secure by design’ from 
the onset and take a proactive approach to 
cyber security by recognising that attacks are 
‘when, not if ’. 

Threat resilience should also be an iterative 
task. Not all threats may have been 
discovered during the first assessment. It is 
therefore very important to ensure up to date 
compliance with all standards and constantly 

review your ‘cyber resistance’ status.

As Industry 4.0 and the IoT advance, systems 
and installations will become increasingly 
interconnected on a global scale. While 
digitisation and the increasing connectivity 
provided by the IoT bring enormous 
opportunities, unforeseeable risks and 
serious vulnerabilities can be exploited by 
new forms of cyber crime. Both industrial IT 
security and the security of wireless products 
that manufacturers produce will therefore 
become increasingly important.

Ongoing investment in cyber security 
is crucial to keep up with technological 
development, as cyber criminals rapidly 
develop new forms of attack to hack into 
critical IT infrastructure. Tackling the 
problems of cyber security risks can therefore 
only be realised by comprehensive planning, 
periodic evaluation, updates and monitoring. 
This must be done continuously, from design 
through to obsolescence. Remember, as 
mentioned earlier, cyber attacks in the IoT 
are a case of ‘when, not if’, so manufacturers 
should ensure that they are fully up to date 
with compliance requirements and constantly 
review the ‘cyber resistance’ status of their 
systems. We often hear of devices being 
hacked and hijacked within minutes of 
connection to the internet.

There is some debate within industry that the 
present cyber security standards are lacking 
in detail and do not adequately cover the 
scope of typical industrial applications. While 
this may be true, they at least offer some 
guidance where nothing previously existed. 
Tackling the problems of cyber security risks 
can only really be realised by comprehensive 
planning, periodic evaluation, updates and 
monitoring. This must be done continuously, 
from design through to obsolescence.

Sadly, at the present moment in time, there 
needs to be more traction in device and 
component cyber assessment and it would be 
prudent for any integrator or end-user to ask 
their supplier what level of cyber assessment 
has been performed and to prove its cyber 
attack resilience.
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Naseef Mahmud of Rohde & Schwarz describes a systematic approach on how to 
perform radiated proximity wireless coexistence testing on a product in its final 
form - a new form of testing that is slowly picking up pace in popularity, as it not 
only helps manufacturers testing compliance, but could also double as an end-of-line 
functionality test.

The title of Bob Dylan’s 1964 hit ‘The 
Times They Are A-Changin’ certainly 
holds true for home appliance 

products. The world of consumer electronics 
needs to evolve and keep pace with the 
growing desire of their customers and 
play a part in enabling the dream of a truly 
connected world. 

The internet of things (IoT) trend has 
finally reached our homes. It has given us 
remote control and access to any object 
from any part of the world as long as it is 
connected to the internet. Wireless speaker 
systems, thermostats, home security and 
monitoring systems, domestic robots, 

smoke/CO detectors, lighting, home energy 
use monitors, door locks, refrigerators, 
laundry machines or water detectors, 
nowadays come with an integrated wireless 
communication module supporting 
some form of WLAN, Zigbee, LPWAN or 
Bluetooth technology.

The additional connectivity features bring 
along new challenges and compliance 
requirements. Products failing to satisfy 
regulatory requirements may incur hefty 
fines and in some countries may even be 
subject to a sale stop enforcement. Almost 
all new connected products come with a 
display, speaker systems and apps support 

ENSURING PERFORMANCE OF connected
HOME ELECTRONIC PRODUCTS
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for easier user interaction. This gives rise 
to a new set of security, functionality and 
quality assurance challenges.

The connectivity technologies (WLAN, 
Bluetooth etc.) mostly operate on the 2.4GHz 
ISM band. In some cases, the frequencies 
overlap on one another and create performance 
degradation. This is what is known in the RF 
industry as a wireless coexistence problem. 
Coexistence issues degrade the user experience 
and since a non-technical user may not 
understand the source of the problem, they 
easily blame the product instead. This results in 
brand defamation.

Responsibility for testing
Most device manufacturers source wireless 
communication modules and antenna 
modules from different third party suppliers, 
connect the two components together, and 
integrate them into their products in the 
end. The individual component suppliers 
certify their products according to different 
regulatory norms. 

The wireless module manufacturers perform 
in-device coexistence measurements using 
conducted test methods, but no radiated or 
over-the-air (OTA) testing with their DUT 
connected to an integrated antenna system 
takes place. So the performance of the complete 
system is unknown. Similarly, the antenna 
module suppliers certify the antenna radiation 
performance and other antenna relevant 
parameters without having any integrated 
wireless module from the certification test. In 
this case, the complete system performance is 
also unclear.

When the device manufacturer finally 

connects and integrates the two individual 
components, a complete new product is 
created, which has not yet been certified. 
After integration, depending on mount 
position of the antenna and the coupling 
of the antenna with the body of the device, 
different electromagnetic interference 
(EMI) signals are picked up from different 
interference sources that come to or pass 
by in the vicinity of the device. Interference 
source of interest is any foreign device that 
is transmitting RF signal in the adjacent or 
overlapping frequency bands. Most device 
bodies are made of steel or aluminium, 
which sometimes results in the antenna 
coupling with the device. Consequently, the 
radiation pattern also changes from the one 
certified by the antenna module supplier.

Therefore, it is crucial that the device 
manufacturers test and qualify the device in 
its final form. This is done through radiated 
proximity wireless coexistence testing.

The challenges of testing 
connected devices
To make sure that the end product meets 
all the described requirements, it has to 
go through a complex set of tests. These 
include coexistence and user experience 
tests that guarantee high quality of service 
in real world use and ensure security 
and product compliance. These steps are 
needed to minimise any potential risks 
before introduction to the market. This 
process also requires the intended use 
case of the device under test (DUT) to be 
defined in order to identify the baseline 
electromagnetic (EM) environment and 
the corresponding functional performance 

below: Table 1. Risk 
assessment  
Matrix (green colour 
represents no risk, 
yellow is moderate 
risk and white and red 
represent extremely 
risky)



48 ELECTRONICSPECIFIER.COM

DESIGNIOT

of the wanted communication system. As a 
result, it is possible to define the worst case 
RF scenario in the lab in order to recreate it 
later on for testing purposes. 

To make sure that the end product meets 
all the described requirements, it has to 
go through a complex set of tests. These 
include coexistence and user experience 
tests that guarantee high quality of service 
in real-world use and ensure security and 
product compliance. These steps are needed 
to minimise any potential risks before 
introduction to the market. This process also 
requires the intended use case of the device 
under test (DUT) to be defined in order 
to identify the baseline electromagnetic 
(EM) environment and the corresponding 
functional performance of the wanted 
communication system. As a result, it is 
possible to define the worst-case RF scenario 
in the lab in order to recreate it later on for 
testing purposes. 

Let us consider a smart washing machine 
that is connected to a WLAN network as an 
example. According to its intended use case, 
the washing machine is normally located in 
an area where the EM environment is mostly 
time invariant and stable. The worst-case 
scenario occurs when the washing machine 
is located in an area with very weak WLAN 

signal while a smartphone running an active 
WiFi hotspot and Bluetooth application, 
transmitting at maximum power, is placed 
on top or next to it. What happens if an 
additional smartwatch is brought to this 
equation? The test challenge is to recreate 
this exact EM environment and test 
conditions inside an anechoic chamber in a 
repeatable manner.

Interference signals
The topic of interference signals is heavily 
debated among experts in the wireless 
coexistence testing industry. The target 
of testing the coexistence is to ensure 
satisfactory receiver performance of the 
DUT. This means that we need to find a 
repeatable test strategy and the correct type 
of interference signal for testing receivers 
supporting different type of wireless 
communication standards. 

There are two approaches on how to select the 
correct type of electromagnetic interference 
(EMI) signal.

Approach 1: The first approach involves 
performing a complete risk assessment analysis 
on the DUT capability in terms of technology, 
frequencies and bands supported. When this is 
done, a risk assessment matrix will determine 

right: Figure 1.  
Spectral positions 
where interference 
signal is introduced on 
the wanted band
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the interference signals and spectral position 
that is required for the specific DUT.

For example, let us consider a DUT 
supporting WLAN, Bluetooth and LTE 
(bands 7 and 18). WLAN and Bluetooth 
operate on the 2.4GHz band, LTE band 7 on 
the downlink operates on the 2.6GHz band, 
and LTE band 18 operates on the 860MHz 
band. Table 1 shows the risk assessment 
matrix for this particular DUT. 

If we consider WLAN as our wanted 
system, then the interference sources are 
other Bluetooth and WLAN transmissions, 
since they overlap on the frequency 
spectrum and thus causing the probability 
of coexistence to be high. In case of the 
LTE 2.6GHz transmission, the likelihood 
of coexistence issues is moderately 
low since it does not overlap on the 
2.4GHz band and would be considered 
as a moderate risky interference source. 
Finally, for WLAN, the LTE 800 band 
transmission is of no risk and thus not 
considered an interference source.

Approach 2: In this case, we test an 
individual standard with a common 
interference signal strategy. The properties 

of an interference signal that affects the 
performance and reception quality of the 
wanted system are EMI signal bandwidth, 
power level and spectral position. 
The modulation technique of the EMI 
signal does not influence the functional 
performance of the wanted system, but 
it is advised to use some kind of QPSK or 
QAM modulated EMI signals. As a result, 
the EMI signal of different bandwidth and 
power level can be introduced to the wanted 
band on the spectral positions (centre of 
the band, band edges) as shown in Fig. 1. 
These are all in-band positions since the 
most influence on the wanted system is seen 
at the in-band EMI positions. Out-of-band 
EMI positions are also possible, but particle 
experience shows that most modern 
receivers have decent filtering capability to 
filter out the out-of-band interferences.

Wanted signal 
Wireless communication radios are 
designed to support the maximum data rate 
possible. If the RF environment allows, the 
radio will select the maximum available 
channel bandwidth and the maximum 
supported high order modulation scheme to 
achieve the maximum data rate. Therefore, 

left: Figure 2. Setup 
of a possible test 
solution
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when performing coexistence testing it is 
necessary to configure the wanted system 
with the maximum capability that the DUT 
supports for each standard. 

A possible test and measurement solution 
as illustrated in Figure 2 includes a radio 
communication tester, a vector signal 
generator and an optional high power 
amplifier, a spectrum analyser and a 
real-time inspection software.

The DUT is placed in a large 
semi-anechoic chamber. The antenna of 
the radio communication tester is pointed 
directly towards the integrated antenna of 
the DUT. The radio communication tester 
is used to establish active end-to-end 
connection with the DUT by emulating a 
non-cellular network (such as Bluetooth 
and WLAN) as well as cellular networks 
(such as 3G, 4G networks) if required. 
The high power amplifier is optionally 
used to boast the signal level in radiated 
testing conditions. A baseline functional 
performance test is done, and the 
results for all the relevant physical and 
application layer KPIs (such as throughput 
data rate, PER, BLER, video and audio 
performance) are recorded. 

In the next iteration, the power level of 
the wanted signal is reduced to the cell 
edge condition to replicate the worst-case 
scenario and the interference signal 

is introduced using the vector signal 
generator. The vector signal generator 
is used to generate realistic wideband 
modulated EM interference signals. It 
is an extremely powerful instrument 
that can generate any type of signal at 
any frequency on the fly. The functional 
performance in presence of results at 
this point will show the divergence from 
the baseline results. While performing 
coexistence testing, it is important to 
monitor the RF spectrum, which is listed 
as a mandatory step in most standards. 
This is done using the spectrum analyser. 
Most modern spectrum analysers can be 
configured to operate in both real-time 
spectrum analyser and a swept-tuned 
spectrum analyser mode. Most home 
automation products these days come 
preloaded with a display screen and 
a built-in loudspeaker system. These 
two features help the users interact 
with the product. Therefore, it is of 
immense importance that the functional 
performance of the application level is 
also tested in presence of interferences.

The DUT can stream video and audio 
from the streaming server of the radio 
communication tester over the WLAN 
link and inspection software will perform 
real-time picture and sound quality 
analysis. There are specialised solutions 
on the market such as the R&S AdVISE 
inspection software that uses any USB 

below: Figure 3. The  
spectral plot of 
wireless coexistence 
and the  
measurement result 
of WLAN  
communication with 
Bluetooth in band EMI
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based HD webcam and microphone to 
collect live data in order to monitor in 
real-time the audio and video performance 
of the DUT. This enables fault events to be 
recorded and documented automatically on 
the test report.

Test results 
Figure 3 shows the spectral plot of 
wireless coexistence scenarios of a 
WLAN transmission and a 1MHz wide 
EMI Bluetooth signal in the middle of 
the wanted band. The WLAN module is 
connected to the radio communication 
tester access point (AP) using the IEEE 
802.11g 20MHz channel. The measurement 
result of WLAN communication with 
Bluetooth in band EMI shows an average 
15% PER over a transmission of 1,000 
packets over the network. The EMI 
signal is introduced with a power level of 
-30dBm.

Figure 4 shows the spectral plot of 
wireless coexistence scenarios of a WLAN 
transmission and a 20MHz wide EMI 
LTE signal in the middle of the wanted 
band. The WLAN module is connected 
to the radio communication tester access 
point (AP) using the IEEE 802.11g 20MHz 
channel. The measurement result of 
WLAN communication with LTE in band 
EMI shows an average 19.5% PER over a 
transmission of 2,000 packets over the 

network. The EMI signal is introduced 
with a gradually increasing power level 
with each increment resulting in the PER 
increasing steeply.

An increasing need for 
testing
This article describes a systematic approach 
on how to perform radiated proximity 
wireless coexistence testing on a product in 
its final form. Proximity wireless coexistence 
testing is a new form of testing that is slowly 
picking up pace in popularity. This is because 
it not only helps manufacturers testing 
compliance but could also double as an 
end-of-line functionality test. Most products 
these days get the latest firmware update 
before they leave the factory. If there is a 
wireless coexistence issue hampering the last 
software update, they might fail to perform 
once sold to the customer. The call-back, 
trouble shooting and replacing of the product 
is very expensive. Therefore, a final test 
just prior to loading it onto the truck would 
save enormous time and resources for the 
manufacturer. 

A modified and short open lab wireless 
coexistence test routine checks for 
functionality and real-world performance 
of the product in its intended environment. 
This gives the device manufacturer an added 
level of confidence in their product and helps 
to uphold the brand reputation.

above: Fig. 4: The  
spectral plot of 
wireless coexistence 
and the  
measurement result 
of WLAN  
communication with 
Bluetooth in band EMI
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It's time to get smart
How intelligent systems and the Internet of Things (IoT) are transforming electric 
heat tracing operations – from industrial production to home heating. Thomas 
Vranken, Marketing Manager at nVent explains.

From smart washing machines to 
video-enabled doorbells - hyper-
connected, intelligent technology 

is increasingly becoming a staple of 
modern living – and of electric heat tracing 
systems. At its most basic level, electric 
heat tracing compensates the heat loss 
from a pipe or other piece of equipment by 
the application of heating cables, with the 
objective to keep the contained liquid or 
surface at a constant temperature. 

Heat tracing is often the unsung hero of many 
industries worldwide, protecting critical 
processes, assets and personnel. These 
essential applications include protecting 
surfaces from dangerous ice and snow, 
freeze protection for fire-fighting systems, 
ensuring water stays warm as it travels from 
boiler to sink, and keeping vital oil and other 
petrochemical pipelines flowing across 
countries. Beyond just tracing applications, 
heating cables have also found use in 
underfloor home heating systems as a highly 
effective alternative to hot water pipes.

Thanks to its foundational role in many 
industries, developments in heat tracing 
technology have often closely followed 
advancements in other fields. For example, the 
invention of the self-regulating electric heat 
tracing cable by the RAYCHEM corporation 
(now part of nVent) in the early 1970s came 
largely as a reaction to industrial processes 
becoming increasingly complex, with chemical 
engineers and specifiers demanding a greater 
level of safety, accuracy and energy efficiency 
than ever before. In applications requiring the 
maintenance of moderate-to-low temperatures 
in particular, self-regulating technology 
provided a considerable improvement over 
traditional constant wattage cables. More 
recently, as industries across the board 

became more and more specialised and 
digitally focused, the world of heat tracing has 
responded with the development of ‘smart’ and 
‘connected’ solutions. 

Smarter solutions
Offering comprehensive connectivity, insight 
and control, smart heat tracing systems can 
be integrated into distributed process control 
systems, or commercial Building Management 
Systems (BMS) and home hub devices like 
Amazon’s Alexa for the residential sector. This 
intelligent integration with other devices and 
networks allows for open communication 
and real-time monitoring – helping improve 
efficiency and production up-time, as well as 
reducing energy usage and operating costs. In 
light of these clear advantages, the debate now 
seems to be when, not whether, to adopt smart 
electrical heat tracing equipment. 

Here, Thomas Vranken, Marketing Manager 
at nVent RAYCHEM highlights how smart 
technology and IoT are transforming heat 
tracing systems in three core sectors; 
industrial, commercial and residential, and 
the unique benefits they bring for plant and 
building managers, facility managers and 
homeowners alike. 

Industrial sectors  
The remote monitoring and full connectivity 
of smart systems offers significant 
advantages for chemical production, tank 
terminals and unmanned oil and gas facilities, 
amongst many other sectors. Whereas 
traditional tracing installations with local 
thermostats require regular maintenance 
checks on-site, smart controllers feature 
embedded self-check capabilities, eliminating 
the need for field inspections, and their 
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associated costs. Connecting the smart field 
controllers to a central monitoring platform 
allows for real-time data analysis and a more 
planned, preventative approach to system 
servicing and maintenance.

Other advanced prognostic tools made 
possible by the adoption of intelligent 
control systems are digital twins or 
device shadows. These are digital models 
housed within a monitoring system that 
provide an accurate real-time replica of 
individual pieces of tracing equipment, or 
even an entire production plant. Through 
the digital copy, engineers can simulate 
various scenarios to prepare for planned 
stoppages, predict failures in the real-world 
equivalent by running diagnostics on the 
digital twin, or safely devise ways to increase 
plant productivity by testing the impact of 
upgrades on the digital copy first, risk-free.

With smart monitoring technology like this, 
engineers are also better equipped to make 
informed decisions regarding the severity 
of an issue and prevent unscheduled system 
shutdowns. This not only results in increased 
up-time and fewer unnecessary stoppages, 
but also ensures heat tracing systems operate 
safely and efficiently. The energy and cost 
savings offered by intelligent heat tracing 
systems, particularly those equipped with the 
latest wireless communication technology, 
helps offset the total installed costs (TIC) of 
the setup, making them the smart choice for 
a variety of industrial applications.

Commercial sectors 
Smart, internet-enabled tracing systems also 
have a lot to offer hotels, shopping malls, 
hospitals, online retail warehouses and other 
commercial buildings. In such a diverse 
landscape, the types of tracing systems and 
their control technology can vary wildly. 
A simple and easy-to-install on/off tracing 
control system for example, is the perfect 
solution for a small business looking to 
prevent an exterior pipe from freezing when 
temperatures fall overnight. At the other 
end of the spectrum, larger organisations 
with more specialised heat tracing needs in 

turn require, smarter, more technologically 
advanced control methods:   

Proportional ambient sensing control 
(PASC): PASC technology is an equally 
impressive option for businesses seeking an 
intuitive and energy efficient tracing control 
method as it is for industrial plants, where it 
first saw widespread use. Using an intelligent 
algorithm, PASC systems measure the 
ambient temperature and reference it against 
predicted heat loss to determine when to run 
or shut off heating power. 

This form of control maintains a consistent 
temperature profile across an entire circuit 
because it can predict and account for 
variations in the ambient temperature, 
meaning temporary extremes do not throw 
off the whole system. PASC is the best 

‘all-rounder’ in terms of heat tracing control: 
easy to install, energy efficient, offering a 
70% reduction in energy usage compared 
to uncontrolled systems, and sufficiently 
accurate for most applications. While still 
very sophisticated and undeniably effective, 
new technology has now emerged to 
challenge PASC’s status as the most advanced 
control method available today. 

‘Smart’ tracing systems: In line with the 
rise of internet-enabled appliances in other 
industries, commercial ‘smart’ control 

below: a control room
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systems offer comprehensive insight and 
monitoring of all heating operations for 
greater transparency and real-time control. 
Though it has only recently become 
commercially available, systems using this 
technology are already being adopted across 

several industries, including 
retail, hospitality and public 
facilities like museums and 
libraries, to help improve 
efficiency and reduce 
operating costs. 

Practical protection: Simply 
evaluating the theoretical 
capabilities of these 
control methods makes 
their advantages for the 
commercial sector clear, but 
it’s the practical application 
of these systems that truly 
demonstrate the value smart 
technology can bring to 
businesses.  

Example 1: Paths, 
walkways and 
ramps
Ensuring routes around a 
building are kept clear of 
ice and snow helps prevent 
painful slips and falls, 
but also has important 
implications for service 
continuity and efficiency. 
Safe, ice-free ramps and 
driveways allow deliveries, 

product distribution and general activities 
to continue undisrupted, avoiding costly 
closures or slowdowns.

Electric surface snow melting systems, 
utilising self-regulating heat tracing cables, 
can be installed along a variety of surfaces, 
including concrete, asphalt and paving, to 
keep vital thoroughfares moving. When 
combined with PASC enabled heat tracing 
controllers, surface snow melting systems 
distribute the exact amount of heat needed, 
only when the ambient temperature drops 
below a set point. This adaptive control 

ensures installation and operating costs are 
kept to a minimum, and means companies 
can keep key areas free of ice, without having 
to manually shovel or grit surfaces after every 
chilly night.

Example 2: Pipe freeze 
protection
Any external water pipe is vulnerable to 
expanding and rupturing in cold weather, 
which can result in significant water wastage 
and costly repairs. Indeed, fixing a single 
burst pipe can set a business back £700 on 
average, an expense no business can afford 
every time the mercury drops.  

Self-regulating heating cables are the 
ideal option for protecting exposed pipes 
thanks to their ability to automatically 
adjust temperature for optimal energy 
usage. Combining self-regulating cables 
with a smart, connected controller, such as 
the nVent RAYCHEM Elexant 450c, gives 
installers the flexibility to choose the most 
efficient control method for each application, 
and easily incorporate heat tracing control 
into any Building Management Software 
(BMS) package, giving building owners 
invaluable insight.  

Residential sectors  
Bringing the many benefits of intelligent heat 
tracing systems closer to home, the same 
heating cables that help safely transport 
petrochemicals can also offer customisable 
comfort to homeowners. In many areas of the 
UK and mainland Europe, electric underfloor 
heating, powered by self-regulating heating 
cables, represents a more cost effective, 
reliable and efficient home heating option 
than traditional gas central heating. In 
addition to improved energy efficiency, a 
more even spread of heat throughout the 
house and reduced disruption of dust and 
other allergens in the air, advanced electric 
underfloor heating systems offer users 
the opportunity to personalise their home 
heating via a smart thermostat.   

The nVent RAYCHEM SENZ-WIFI thermostat 

above: Image 1. Urban 
scape, nVent RAYCHEM 
Elexant 450c  
Controller
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for instance, gives homeowners the option to 
select the right heating program for each room 
within their home, using either the thermostat’s 
own intuitive user interface or the dedicated 
control app, which can be downloaded onto 
any smartphone or tablet. These heating zones 
can be set to the user’s exact requirements, 
utilising the adaptive pre-set programs that 
automatically adjust according to conditions 
within the home. The thermostat’s advanced 
control essentially allows the homeowner to 
create a DIY smart home, that can be controlled 
remotely via a wireless connection to a central 
operating system or user interface. 

The app integration feature additionally 
ensures the heating can be turned off 
instantly wherever the user is, helping to 
keep energy usage to a minimum. Taking 
this concept a step further, many smart 
home thermostats are also equipped with 
continuous energy monitoring capabilities, 
acting as real-time energy meters to help 
homeowners assess their power usage, 
without compromising on comfort.

The recent explosion in the popularity of 
home hub devices has not gone unnoticed 
by the manufacturers of smart thermostats 
either. With consumers increasingly relying 
on their Amazon Alexa or Google Nest 
devices to do everything from filling them 
in on the day’s news, to running household 
appliances, allowing integration with electric 
underfloor heating systems was an obvious  
development. In 2019, nVent launched the 
first Wi-Fi-enabled thermostat to offer 
home hub device compatibility, with other 
manufacturers swiftly following suit. 

In coming years, compatibility with leading 
smartphone operating systems and home 
hub brands, such as Android, Apple, Google 
and Amazon, is likely to become the industry 
standard for most, if not all, heating systems. 
But the development of smarter technology 
for the home is unlikely to end there. As 
manufacturers, including nVent, release open 
Application Programming Interfaces (APIs) 
for their smart thermostats, integrators and 
developers will be able to create custom 
connections for bespoke home automation 

systems, making the smart home of the 
future a present-day reality.

Smart technology never 
stays still 
With these recent developments in mind, 
what can we expect from smart heat tracing 
in the future? Electric heat tracing as an 
industry has always embraced the latest 
advancements in communication and 
monitoring technology – be that via the 
automation of theoretical control methods 
through the development of PASC algorithms 
in the late 1990s, or the incorporation of 
wireless communication technology and 
sharing of open APIs in more recent years. 

Moving forward, heat tracing control 
is likely to become further aligned with 
advancements in the fields of ‘big’ data 
analysis, machine learning and artificial 
intelligence – taking the industry from 
a place of manual programming and 
system optimisation, to fully automated, 
self-improving systems.

With regard to their application, safety and 
reliability will continue to be of paramount 
importance. Intelligent systems will 
undoubtedly also play a role in helping 
industrial sectors expand production more 
efficiently and sustainably, while offering 
greater opportunities for energy efficiency, 
business continuity and personalisation for 
the commercial and residential markets. 
Building managers and engineers in 
particular, already value smart systems’ 
ability to help them better understand how 
their systems work day-to-day, and stay 
abreast of the status of their operation at 
all times. The importance of systems that 
provide this highly accurate, real-time 
test and measurement data, as well as 
the ability to instantly assess significant 
amounts of historical data and automatically 
make improvements, will only increase as 
more components become smarter, more 
connected and autonomous.

Whatever the next few years bring, it seems 
that the future of heat tracing is ‘smart’.
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Embedded or removable memory?
Deciding whether to use removable or embedded memory is one of the earliest decisions 
a designer has to make, so getting it right is crucial to the rest of the development 
process. Sometimes the choice is clear cut, but in other situations it’s finely balanced. 
Cardwave CEO Paul Norbury looks at the pros and cons of each option.

When a designer is developing a 
product that uses flash memory, 
they have a key decision to 

make at a very early stage. Should they use 
removable or embedded memory? The market 
is changing rapidly, with manufacturers 
continually developing new technologies to 
meet the demand for ever smaller devices, 
faster performance and increased longevity. 
For example, storage cells can now be stacked 
to create 3D NAND products, and SD cards 
from high street brands can hold 1TB of data 
(equivalent to around 25 hours of 4k video).

Memory is not all created equal, and what is 
perfect for an automotive application such as 
a navigation system may not meet the very 
different demands of a medical device, or an 
IoT application. Choosing the wrong type of 
memory could have serious consequences for 
development cost, which ultimately has to be 
passed on to the end user. 

Of course all devices have some form of 
embedded storage - without this they couldn’t 
boot. The big question is whether to use 
removable storage and, if so, how. Sometimes 
the nature of the product will dictate the 
answer. Nobody needs to make changes to 
the flash memory unit that handles the coded 
signals they send from their TV handset. 
These are relatively simple devices, with a 
single job to do, and embedded flash memory 
is perfect for them.

However, there are many times when the 
decision isn’t clear-cut and the pros and 
cons of removable versus embedded need 
to be carefully considered. For example, the 
choice may depend on the volume of data 
a product generates. It could be influenced 

by manufacturing issues such as the desire 
to lock down or open up access to the 
product’s firmware, or how much freedom the 
manufacturer wants to give to the end user 
to update the product. Alternatively it may be 
driven by the market, and be heavily influenced 
by user expectations of cost and performance.

Typically, consumer grade memory cards, 
which are the least expensive, have the least 
protection, and so will have the shortest 
lifespan. If a product has a short life, or few 
read/write demands, then consumer grade 
cards might be fine. But a broken card, 
especially if it is embedded memory, can mean 
a broken product, so it is important to get the 
cost/longevity balance right. 

Here are the key issues designers using flash 
memory should consider, looking from both a 
user and a manufacturing perspective.

Embedded provides 
optimised user performance 
Embedded memory will in general make 
life much easier for the end user. There is 
no need for them to research the ideal flash 
memory card for their device. Instead, they 
buy a complete product, power it up and it will 
immediately work to its optimum capability, 
as the embedded storage will have been 
configured by the manufacturer to optimise 
speed and performance. A prime example of 
this is the iPhone. The manufacturer can also 
include ‘factory reset’ software into the device, 
allowing easy recovery to factory settings 
should the need arise.

However, there are two downsides of using 
embedded storage. First, it is impossible 
– or very difficult – for the end user to 
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upgrade their device’s storage should they 
require more capacity.  Second, the price of 
the device may have to be higher to cover 
the manufacturer’s costs for sourcing and 
integrating the flash memory. As already 
mentioned, the iPhone exemplifies this, and 
the higher price has been a part of Apple’s 
strategy. It was an issue in the early days 
of smartphones, and as a result several 
manufacturers chose to use a microSD card 
and let the user decide which storage to use.

Removable memory offers 
upgrade opportunities
In contrast to embedded storage, with 
removable storage updating memory is easy; 
the user can add more capacity and speed and 
decide exactly what card to buy depending 
on their budget, including a preferred brand 
if they wish. Being able to upgrade the 
memory enables the device to have a longer 
lifespan, and the user may be able to add new 
features via updates administered from a 
flash memory card. Data is also portable, so 
it can be taken to a new device in the future, 
such as moving a music library from an old 
handset to a new one, and it can be secured 
through on-card encryption.

One device which tries - and in general 
succeeds - to provide users with the best 

of both worlds is the Raspberry Pi. This 
was specifically designed to boot from a 
flash memory card, but one supplied and 
preconfigured by the manufacturer. The idea 
behind this was to allow the Pi to ship with a 
fully certified boot system that was identical 
for every unit. This boot system would provide 
access to a range of operating systems that 
could be pre-loaded for end user ease – in 
effect providing one of the key advantages of 
embedded storage i.e. optimised performance. 
However, this card could then easily be updated 
over time as the Pi developed new capabilities 
and operating systems were refined, thus 
providing the benefit of removable storage. 

Embedded gives 
manufacturers more control
Embedded storage offers many advantages 
to designers and manufacturers. If a designer 
chooses embedded storage, they have complete 
control of the memory used, enabling them to 
select the optimum balance of capability and 
cost. It also gives them more control over how 
data is read and written to the storage - they can 
design their own interface and greatly improve 
performance. Memory performance primarily 
depends on the quality of the controller and 
firmware, which influence read and write 
speed, durability and longevity. Because they 
know the exact specification of their flash 

above: Changing the 
physical  
configuration on  
an SSD
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memory, designers using embedded memory 
can be confident in making claims around 
speed and performance. And it is easier for the 
company to protect its intellectual property if 
it uses embedded storage as it can hide its code 
effectively.

Embedded memory also tends to be smaller 
than removable, which means more storage can 
be provided where space is at a premium, or 
that there is more room for other components. 
This can make a significant difference to the 
final product. 

Another advantage of embedded storage is 
that it can ensure repeatable performance. 
In addition, by treating their flash memory 
as a critical component, designers can take 
control of the supply chain to ensure that 
what they obtain is the same every time, at 
the agreed cost, and guaranteed in a fixed Bill 
of Materials (BOM) - (Removable memory 
cards can also come with a fixed BOM.) A 
good memory supplier will also support 
Product Change Notices (PCNs) and End of 
Life (EOL) notifications. 

Sometimes a product may have been 
designed with removable memory but it may 
subsequently be advantageous to move to 
embedded, even if there is a redesign cost 
involved. One organisation had developed a 
successful integrated back-up and charging 

device for smartphones based on a removable 
microSD card. However, it needed to lower 
the BOM cost in order to reduce the sale 
price and therefore attract more customers. 
We advised them to move to embedded 
memory, which would have reduced both 
cost and product size. 

In this instance, the organisation decided 
to continue with removable storage. 
Unfortunately, based on their sales forecast 
they made a non-cancellable commitment for 
a large volume of microSD cards with specific 
capacities. Consumers bought a different 
mix of product, which meant the stock they 
had secured was not what was needed. The 
pricing also changed (flash pricing is highly 
volatile), so what had initially been a good 
purchase was suddenly over-priced. This type 
of issue can be mitigated to some extent by 
having a good supply chain and a partner who 
can assist with flexibility.

Embedded may not function 
in all cases
Despite its many advantages, embedded flash 
memory is not right for every application. The 
major downside is that if embedded memory 
fails, the entire device may be rendered 
unusable. This may require a return for repair, 
either under warranty or at a cost, creating 
pain points for both manufacturer and user. 

right: Programmed 
and labelled memory 
cards prior to packing
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Integrating embedded storage into devices also 
adds significantly to development time and 
cost, especially if the designer has to create a 
bespoke interface. 

If an organisation is considering changing from 
removable to embedded storage, it is vital to 
ensure that embedded storage will perform 
equally in the same environment. This is not 
always straightforward. One organisation 
replaced the removable memory in an 
infotainment system with embedded to reduce 
costs. They assumed that embedded memory 
would perform as well as removable. However, 
the form factor they chose was very new at 
that point and they found that they could not 
programme the chip with data offline and then 
have it assembled onto a PCBA - as something 
happened that corrupted the data during the 
assembly process. This highlights the need for 
thorough testing before making a change.

Removable memory can 
open up the market
One of the key advantages of removable 
memory is that the data is stored safely when 
the device itself is powered off. It is also easier 
to upgrade the product, as new, faster and 
better memory is continually being developed. 

Perhaps the greatest advantage is that third 
party applications can be booted from a flash 
memory card, opening up new horizons for 
device users and making it viable to sell the 
device to a wider market. Retailers may also 
be more interested in stocking a product with 
removable memory as they can upsell memory 
cards as accessories. 

However, the manufacturer cannot control 
the flash memory used, even if they initially 
supply it as part of the product. There are many 
specifications and grades of flash memory 
available, and the end user might find it difficult 
to understand the differences or work out what 
is ideal, particularly if their budget is limited. If 
the user chooses a card that is under-specified 
for the device, or replaces the original one 
with a card that offers more memory but not 
necessarily the same performance, it might 
cause slowness or malfunction, for which the 

device and hence the manufacturer are blamed.

Ensuring data security on 
removable storage
While the above are the core principles that 
apply, there are always exceptions to the rule. 
By obtaining advice from a specialist with an 
in-depth understanding of the performance of 
different types of memory, designers can push 
the boundaries and achieve a balance of cost 
and performance tailored to the needs of their 
specific product. 

For example, Cardwave has been supporting 
Avaya since 2012, when they launched V2 of 
their IP Office system. This replaced a hard 
disk, embedded memory and a smart chip 
with an SD card to provide both storage and 
security. They wanted to save space and reduce 
cost while providing improved functionality 
and scalability. Cardwave worked closely with 
Avaya over the 15 month development period 
to qualify an SD card that met performance, 
endurance, reliability and data security 
requirements.

This was not a straightforward process of 
simply testing different cards to find one 
that could deliver the required performance 
consistently within budget. Security of the data 
on the SD card was vital - Avaya’s software 
licensing revenues were worth millions of 
dollars and there was a real risk that customers 
would make unlicensed copies denying Avaya 
the revenue. Cardwave developed a tailormade 
and complex personalisation process to ensure 
that each card was totally unique and contained 
qualified credentials that had not been used 
before e.g. serial number, feature keys and other 
proprietary data. 

As this example shows, in some situations the 
decision on whether to choose embedded or 
flash memory can be finely nuanced. Engineers 
need to understand all the relevant factors, 
from anticipated product lifespan to the need 
to protect IP when evaluating their decision. 
This will also help them make the case to their 
purchasing team for their chosen memory 
product, and ensure that the resulting product 
meets all the required performance criteria.
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covid-19 sparks a rise in biometric 
contactless payment

The COVID-19 pandemic has had ramifications everywhere, for almost – if not all 
– the industries in the world. Contactless payment existed before coronavirus hit, 
but it worked alongside cash and chip-and-pin. However, the pandemic has seen 
a considerable increase in the amount of transactions using contactless payment. 
Because of this, biometric payment cards – significantly more secure than standard 
contactless cards – are seeing an acceleration in development and market demand. 
Electronic Specifier’s Alex Lynn explains further.

When your bank card is 
secured in your wallet - 
zipped away in your bag 

- it can feel fairly secure. If you’re 
worried about people stealing your 
money while out and about in your 
day-to-day life, it has traditionally 
only been pickpockets that you’d 
need to guard against. However, 
people can steal from contactless 
payment cards without the card 
ever needing to leave your bag. 
Known as ‘card skimming’, it is 
possible for someone to stand close 
to your bag and use a handheld 
chip-and-pin machine to steal up to 
the maximum allowed contactless 

payment amount – while looking no more 
nefarious than everyone else in the crowd. 

So what is the solution to this? Contactless 
payment is seeing increased demand as the 
pandemic has made all of us less inclined to 
want to touch communal devices – such as 
chip-and-pin machines – and it has led to 
quick changes, such as the single-transaction 
spending limit increasing from £30 to £45. This 
was a very convenient change – and hopefully 
helped to stop the spread of COVID-19, at least 
a little – but it also means that skimmers can 
now potentially steal more money.

Biometric contactless cards offer a neat 
solution, as only the fingerprint of the card 

owner can enable payments to be made. 
However, they are not commonplace in our 
wallets just yet.

Assessing the market
NXP Semiconductors, together with Linxens 
and Giesecke & Devrient, worked with Goode 
Intelligence to run a survey to discover what 
the market demand was for biometric security 
in contactless payment cards. The data was 
collected from 13th July to 8th August, when 
the crisis was well underway, and the results of 
the survey show how the demand for this sort 
of added security is rising.

Alan Goode, CEO and Chief Analyst of Goode 
Intelligence explained: “We’ve seen two things 
accelerate with payments during COVID; the 
first is that we’re obviously making a lot more 
purchases online. But the second is that in 
person, there is a lot more reticence to touch 
shared devices. To offset that the card schemes 
have increased spending limits on cards around 
the world.

“To increase safety, security and convenience, 
biometric contactless cards are equipped 
with fingerprint sensors, and your fingerprint 
authorises the payment.”

So, what is the demand from the public 
for biometric contactless payment cards? 
The results of the survey highlighted three 
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main areas: 

• 95% of respondents prefer using contactless 
payment. 

• 76% are less willing to use a shared pin pad as 
a result of COVID-19. 

• 85% of respondents are now using contactless.

One of the most surprising results the survey 
uncovered, was that of the people surveyed, 
42% were willing to pay between two and 
five pounds per month for a biometric card 
with no spending limit. In a country like the 
UK, where we are not used to paying for our 
contactless bank cards, this result showed just 
how keen people are for a secure, contactless 
form of payment. 

It was also found that 88% of respondents 
want their banks to upgrade their contactless 
payment cards to support biometrics. So the 
demand for biometric security on contactless 
cards is certainly there; but how close is the 
technology, and why is it more secure?

Increasing security
Jean-François Durix, Business Development 
and Program Management Director at Linxens 
explained a little about the technology: 
“What we are doing is adding a layer of user 
confidence, because there can be no transaction 
without the genuine card holder putting their 
finger on the sensor – and it is very difficult to 
fake a fingerprint.”

Also, as we are moving into an era of being 
more conscious of who is storing our data – 
and what they are using it for – Sara Ellinger, 
Marketing Manager for Secure Payments at 
NXP Semiconductors also explained that your 
fingerprint can be stored on the card itself, 
instead of in a central database, and that you 
can upload the fingerprint yourself. Because of 
this you know that your data is secure, as well 
as your contactless payment card.

Ellinger said: “You’re the one uploading your 
fingerprint – something we’ve called enrolment 
– and you can do this on your mobile device, 
or in your bank branch. But whether you do it 

at home or in branch doesn’t matter, the only 
interaction is between you, your fingerprint, 
and your card - and your fingerprint will never 
leave the secure environment ever again. 
Because of this there is no chance of misuse or 
manipulation.”

There are also plenty of other benefits outside 
of COVID-19 hygiene concerns and security, 
that biometric cards can provide. For example, 
they’re faster - getting rid of the need to input 
a pin; there would be no need for a cap on 
contactless payments; less chance for card 
fraud to be committed; increased card usage; 
and increased customer trust and retention.

Dr Andreas Schauer, Director of Marketing 
and Strategy Payment at Giesecke & Devrient, 
concluded: “Biometric cards are a win-win 
situation, because customers, retailers and 
banks will all benefit from using them. 
Usually, the higher the security, the lower 
the convenience, but with biometric security 
cards the security has been increased, and the 
convenience has also been enhanced, which 
is the perfect situation for the banks. From 
a retailer point of view, this is a speedier way 
to pay, which means that the queues will be 
reduced, and lead to happier customers.”

So how close are we to this technology being 
readily available to us? According to the experts, 
and because of the acceleration COVID-19 has 
caused in the roll-out of this technology, the 
first commercial launches of biometric payment 
cards should start to be seen in early 2021.




